* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

Manufacturer name:
Madic Italia

Card reader model:
CR: BV1000R-PB
CTLS: BV1000CL
Hardware version:
CR: BV1Rxxxx

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

M1000 bk_online

Product information

E2EE Reference

Protocol information

Case ID

Page: 1 (45)

CTLS: BVICxxxx BV1000K Data Centre hosted security g? o]l_gég 001 bk online BK online
Flowbird Software version for Security Madic Italia |BV1000K |BV1Kxxxx [SDK_BV100 |4-20306 4.x server AchiPEL and its  |CR: 003V100x CfLS* 17'_ UPT Yes 2021-03-01 003V100x 003V100x PNC-2021-009
Application:  CRand CTLS: 0K 1.0.0 HSM bk_cless security 07 00‘136 003.baa
BV1000R CL_PCI_APP 1.0.0 CTLS: 001v101* . B
PCI PTS Approval Number(s):
CR: 4-20307
CTLS: 4-20301
PCI PTS Approval Version:
CR: v4.x
CTLS: v4.x
OS_release-
30470400~
3.0.2-
PCI1501.01
(VeriFone
UX 300/UX
301/ UX
400/UX 410)
VGD.005D.0
Manufacturer name: Gilbarco Italia S.r.l. 3101.50001.
Card reader model: UX300 1501F.01XX
Hardware version: UX300 M159-300- VGD 4.x 001 (VGD
XXX-XXX-X . ) AFD-Spot 4.x
Software version for Security Gilbarco M7 VGD 4.x AFD/VGD SPOT M7 SDI |ESE POS to Spot-M7-
Gilbarco Italia S.r.l Application: Spot M7 SDI PLUGIN " AFDVGD |[5.x AFD)V  |4-20315 5.x PayEx Norway 18-11.00827.005 |UPT (AFD) Yes 2019-12-20 SEC_PROT-P || PNC-2019-140
ltalia S.r.l.  |VGD 5.x PLUGIN 01.01.s430 FEPVers 1.43
01.01.s430 AFD- 5.x AFD VGD.005D.0 vers 3.1
PIN Pad Version: VGD4.x AFD, VGD SPOT M7 3101.50002.
5.x AFD 1501F.01XX
PCI PTS Approval Number(s): 4-20297 001 (VGD
PCI PTS Approval Version: 4.x 4.x
AFD/VGD
5.x AFD)
VGD.005D.0
3101.50011.
1501F.01XX
001 (VGD
4.X
AFD/VGD
5.X AFD)




* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

ors and their third pa

E2EE Validation Status - UPT Components

ditors have asserted that the POI vendor:

s listed below

pliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Gilbarco Italia S.r.l.

Manufacturer name: Gilbarco Italia S.r.l.
Card reader model: UX300

Hardware version: UX300 M159-300-
XXX-XXX-X

Software version for Security
Application: Spot M7 SDI PLUGIN
01.01.s430

PIN Pad Version: VGD4.x AFD, VGD
5.x AFD

PCI PTS Approval Number(s): 4-20297
PCI PTS Approval Version: 4.x

Gilbarco
Italia S.r.l.

VGD 4.x
AFD-Spot
M7

VGD 5.x
AFD-
SPOT M7

VGD 4.x
AFD VGD
5.x AFD

OS_release-
30470400-
3.0.2-
PCI1501.01
(VeriFone
UX 300/UX
301/ UX
400/UX 410)
VGD.005D.0
3101.50001.
1501F.01XX
001 (VGD
4.x
AFD/VGD
5.x AFD)V
VGD.005D.0
3101.50002.
1501F.01XX
001 (VGD
4.x
AFD/VGD
5.x AFD)
VGD.005D.0
3101.50011.
1501F.01XX
001 (VGD
4.xX
AFD/VGD
5.X AFD)

4-20315

5.x

Nets Norway

SPOT M7 SDI

PLUGIN 01.01.5430 18-11.00827.005

UPT (AFD)

Yes

2019-12-20

SDI 3,9

Spot-M7-
SEC_PROT-P
vers 3.1

PNC-2020-020

Page: 2 (45)



* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

[ Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

0OS_release-
30470400-
3.0.2-
PCI1501.01
(VeriFone
UX 300/UX
301/ UX
400/UX 410)
VGD.005D.0
3101.50001.
1501F.01XX
001 (VGD

Manufacturer name: Gilbarco Italia S.r.l.
Card reader model: M7 MOTORIZED
READER L PCI
Hardware version: AOO (GVR M7
MOTORIZED READER L PCl:4.x)
Software version for Security VGD 4.x ax
. N g:[l:%laczzgg SpotT SPIPLUGIN Gilbarco r\A/IsD SP%\vGDax  [AFDIVGD SPOT M7 SDI Spot-M7-
Gilbarco Italia S.r.I. \/GD.005D.03101.50001.1501F.01XX00 | italia S.r.l.  |VGD 5.x AFDVGD |5.x AFD)V  [4-20315 5.x Nets Norway PLUGIN 01.01.5430 18-11.00827.005 |UPT (AFD) Yes 2020-01-22 SDI 3,9 SEC_PROT-P PNC-2020-019
5XAFD  |VGD.005D.0 vers 3.1
3101.50002.
1501F.01XX
001 (VGD
4.x
AFD/VGD
5. AFD)
VGD.005D.0
3101.50011.
1501F.01XX
001 (VGD
4.X
AFD/VGD
5.X AFD)

1, AFD-
'VGD.005D.03101.50002.1501F.01XX00 SPOT M7

1,
'VGD.005D.03101.50011.1501F.01XX00

P’CI PTS Approval Number(s): 4-20267
PCI PTS Approval Version: 4.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

OS_release-
30470400-
3.0.2-
PCI1501.01
(VeriFone
UX 300/UX
301/ UX
400/UX 410)
VGD.005D.0
3101.50001.
1501F.01XX
001 (VGD

Manufacturer name: Gilbarco Italia S.r.I.
Card reader model: M7 MOTORIZED
READER L PCI

Hardware version: A0O0 (GVR M7
MOTORIZED READER L PCl:4.x)
Software version for Security VGD 4.x Ax
Application: Spot M7 SDI PLUGIN AFD-Spot .
01.01.5430 Gilbarco M7 VeD4x - |AFDVGD SPOT M7 SDI IFSF POS 1o | IFSF POS to

Gibarcol@ia Sl \/5p,0050.03101.50001.1501F.01XX00 | talia S.r.l.  [VGD 5.x ’;Zi‘égt’ %Q;g&‘é o 420315 |5x PayEx Norway PLUGIN 01.01.s430 | 18:11:00827.005 JUPT (AFD) Yes 2020-01-22 | ppyers 1.43| FEP (Epsilon)

1 AFD-

p 3101.50002.
VGD.005D.03101.50002.1501F.01XX00 SPOT M7 1501F.01XX
001 (VGD
4.x
AFD/VGD
5.x AFD)
VGD.005D.0
3101.50011.
1501F.01XX
001 (VGD
4.xX
AFD/VGD
5.X AFD)

PNC-2020-018

'VGD.005D.03101.50011.1501F.01XX00

PCI PTS Approval Number(s): 4-20267
PCI PTS Approval Version: 4.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

ors and their third pa ditors have asserted that the POl vendor: s listed below pliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

OS_release-
30470400-
Manufacturer name: Gilbarco Italia S.r.l. 3.0.2-
Card reader model: M7 MOTORIZED PCI1501.01
READER L PCl:4.x (VeriFone
Hardware version: AOO (GVR M7 UX 300/UX
MOTORIZED READER L PCl:4.x) 301/ UX
Software version for Security VGD 4.x 400/UX 410)
Application: Spot M7 SDI PLUGIN AFD-Spot VGD 4.x VGD.005D.0 soI Spot-M7-
. N 01.01.5430 Gilbarco M7 - 3101.50001. SPOT M7 SDI 18-

Gilbarco Italia S.r.I. \/GD.005D.03101.50001.1501F.01XX00 | italia S.r.l.  |VGD 5.x QFD VGD 1501F.01XX 4-20315 5.x Nets Denmark A/S PLUGIN 01.01.p458 | 11.00827.005.caa UPT (AFD) Yes 2021-11-15 3.9_NETS | SEC_PROT-P PNC-2021-068
1, AFD- .X AFD 001 ver 3.9 vers 3.1
'VGD.005D.03101.50002.1501F.01XX00 SPOT M7 VGD.005D.0
1, 3101.50002.

'VGD.005D.03101.50011.1501F.01XX00 1501F.01XX
S 001
PCI PTS Approval Number(s): 4-20267 VGD.005D.0
PCI PTS Approval Version: 4.x 3101.50011.
1501F.01XX
001
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

OS_release-
30470400~
3.0.2-
Manufacturer name: Gilbarco Italia S.r.I. (F:/((:-:r::ggi-em
Card reader model: UX300 Hybrid Card UX 300/UX
Reader as PCI-PTS component of VGD 301/ UX
4.X AFD - SPOT M7, VGD 5.X AFD - VGD 4.x 400/UX 410)
SPOT M7 AFD-Spot VGD.005D.0
Hardware version: UX300 Hybrid Card Gilbarco M7 VGD 4.x 3101'5000i SPOT M7 SDI 18- SDI Spot-M7-
Gilbarco Italia S.r.I. Reader M159-300-XXX-XXX-X ltalia S.r.l VGD 5.x AFD VGD 1501i= 01XX. 4-20315 5.x Nets Denmark A/S PLUGIN 01.01.p458 | 11.00827.005.caa UPT (AFD) Yes 2021-11-15 3.9_NETS | SEC_PROT-P PNC-2021-069
Software version for Security o  |5.x AFD : o . U ver 3.9 vers 3.1
Application: Vault: 16.x.x, AppM: 10.x.x AFD- 001
N N S e SPOT M7 VGD.005D.0
SRED: 7.x.x, OP: 7.x.x 3101.50002
PCI PTS Approval Number(s): 4-20297 1501# 01XX
(4-20312 SPOT M7+UX300) 001 )
PCI PTS Approval Version: 4.x VGD.005D.0
3101.50011.
1501F.01XX
001
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

OS_release-
30470400~
3.0.2-
Manufacturer name: Gilbarco Italia S.r.I. (F:/((:-:r::ggi-em
Card reader model: UX300 Hybrid Card UX 300/UX
Reader as PCI-PTS component of VGD 301/ UX
4.X AFD - SPOT M7, VGD 5.X AFD - VGD 4.x 400/UX 410)
SPOT M7 AFD-Spot VGD.005D.0
Hardware version: UX300 Hybrid Card Gilbarco M7 VGD 4.x 3101'5000i SPOT M7 SDI 18- IESF POS to Spot-M7-
Gilbarco Italia S.r.I. Reader M159-300-XXX-XXX-X ltalia S.r.l VGD 5.x AFD VGD 1501i= 01XX. 4-20315 5.x Swedbank Pay PLUGIN 01.01.p458 | 11.00827.005.caa UPT (AFD) Yes 2021-11-15 FEPVers 1.43 SEC_PROT-P PNC-2021-070
Software version for Security o  |5.x AFD : o . U } vers 3.1
Application: Vault: 16.x.x, AppM: 10.x.x AFD- 001
N N S e SPOT M7 VGD.005D.0
SRED: 7.x.x, OP: 7.x.x 3101.50002
PCI PTS Approval Number(s): 4-20297 1501# 01XX
(4-20312 SPOT M7+UX300) 001 )
PCI PTS Approval Version: 4.x VGD.005D.0
3101.50011.
1501F.01XX
001
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

ors and their third pa ditors have asserted that the POl vendor: s listed below pliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

OS_release-
30470400~
Manufacturer name: Gilbarco Italia S.r.l. 3.0.2-
Card reader model: M7 MOTORIZED PCI1501.01
READER L PCl:4.x (VeriFone
Hardware version: AOO (GVR M7 UX 300/UX
MOTORIZED READER L PCl:4.x) 301/ UX
Software version for Security VGD 4.x 400/UX 410)
Application: Spot M7 SDI PLUGIN AFD-Spot VGD 4.x VGD.005D.0 Spot-M7-
" : 01.01.s430 Gilbarco M7 p 3101.50001. SPOT M7 SDI 18- IFSF POS to
Gibarcol@liaSrl 1yGD,005D.03101.50001.1501F.01XX00 [italia S.r.l.  |vGD 5.x |AFRVCD 11501k oaxx [420315  |5x Swedbank Pay PLUGIN 01.01.p458 | 11.00827.005.caa |UFT AFD) es 2021-11-15 | pepyers 1.43| SECPROT-P [ PNC-2021-071
1, AFD- [PXAFD g vers3.1
'VGD.005D.03101.50002.1501F.01XX00 SPOT M7 VGD.005D.0
1, 3101.50002.
'VGD.005D.03101.50011.1501F.01XX00 1501F.01XX
s 001
PCI PTS Approval Number(s): 4-20267 VGD.005D.0
PCI PTS Approval Version: 4.x 3101.50011.
1501F.01XX
001
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Gilbarco Italia S.r.l. g&;ﬁﬁe‘
Card reader model: M7 MOTORIZED 3.0.2-
READER L PCI:4.x Cl
Hardware version: A0 (GVR M7 ggu,se?;gi_
MOTORIZED READER L PCl:4.x), A01 30920500-
(GVR M7 MOTORIZED READER L 3.0.2-
PCl4.X) Cl
Software version for Security XS[E))- g)i)t g(smrz?:a-gi. e
Asplication: Spot MY SDI PLUGIN cibaco |0 POt |\ /6D 4.x 011800, SPOT M7 SDI 18- 3.9_NETS Spot-M7-
Gilbarco ltalia S.r.. 01.01.s430 talia S.r. VGD 5.x AFD VGD 0.3 4-20315 5.x Nets Denmark A/S PLUGIN 02.02sxxx | 11.00827.005.baa UPT (AFD) Yes 2021-11-15 | Netsver 3.9 | SEC_PROT-P PNC-2021-072
VGD.005D.03101.50001.1501F.01XX00 o “ |5.x AFD "~ . - o S s
1 AFD- PCI1501.01 22
N SPOT M7 VGD.005D.0
llGD.ODSD.03101.50002.1501F.01XX00 3101.500(01
, /02/11).1501
VGD.005D.03101.50011.1501F.01XX00 F.01XX001
, VGD.005D.0
VGD.005D.0301.50012.1501F . XXXXXXX 3101.50012.

PCI PTS Approval Number(s): 4-20267

PCI PTS Approval Version: 4.x 1501 xxxxx

XX
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Gilbarco Italia S.r.l.

Card reader model: UX300 Hybrid Card

Reader and antenna as PCI-PTS

component of VGD 4.X AFD - SPOT

M7, VGD 5.X AFD - SPOT M7 OS_release-

Hardware version: UX300 Hybrid Card 30470400~

Reader M159-300-xxx-xxx-x and 3.0.2-

antenna PCI1501.01

Software version for Security OS_release-

Application: Vault: 17.x.x, AppM: 10.x.X, 30920500~

SRED: 9.x.X, OP: 7.X.X 3.0.2-

PCI PTS Approval Number(s): 4-20297 VGD 4.x PCI1501.01 soI

(4-20312 SPOT M7+UX_300) _ AFD-Spot VGD 4.x OS_release- 3.9 NETS Spot-M7-
Gilbarco ltalia S.r.. PCI PTS Approval Version: 4.x Gilbarco | M7 AFDVGD |31011800- 1) 50315 [5.x Nets Denmark A/S SPOT M7 SDI 18- UPT (AFD) Yes 2021-11-15 | Netsver 3.9 | SEC_PROT-P || PNC-2021-073

Contactless Manufacturer name: ltalia S.r.l.  |VGD 5.x 5. 3.0.3- PLUGIN 02.02sxxx | 11.00827.005.baa

: . .X AFD UPP IFSF ver vers 5.0

Gilbarco Italia S.r.I. AFD- PCI1501.01 22

Card reader name: UX300 Hybrid Card SPOT M7 VGD.005D.0

Reader and antenna as PCI-PTS 3101.500(01

component of VGD 4.X AFD - SPOT /02/11).1501

M7, VGD 5.X AFD - SPOT M7 F.01XX001

Hardware version: Verifine UX300 VGD.005D.0

Hybrid Card Reader (M159-300-XXX-XXX: 3101.50012.

x) and antenna Software 1501F.XXXXX

version for Security Application: Vault: XX

17.x.x, AppM: 10.x.x, SRED: 9.x.x, OP:

T.XX PCI PTS Approval

Number(s): 4-20297 (4-20315 SPOT

M7+UX300) PCI PTS Version: 4.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Gilbarco Italia S.r.l.

Card reader model: UX300 Hybrid Card

Reader and antenna as PCI-PTS

component of VGD 4.X AFD - SPOT

M7, VGD 5.X AFD - SPOT M7 OS_release-

Hardware version: UX300 Hybrid Card 30470400~

Reader M159-300-xxx-xxx-x and 3.0.2-

antenna PCI1501.01

Software version for Security OS_release-

Application: Vault: 17.x.x, AppM: 10.x.X, 30920500~

SRED: 9.x.x, OP: 7.x.X 3.0.2-

PCI PTS Approval Number(s): 4-20297 VGD 4.x PCI1501.01

(4-20312 SPOT M7+UX300) AFD-Spot VGD 4.x OS_release- IESF POS to Spot-M7-
" " PCI PTS Approval Version: 4.x Gilbarco M7 - 31011800- SPOT M7 SDI 18- :

Gibarco ltaia S.r. Contactless Manufacturer name: ltalia S.r.l. |VGD 5.x QEDA\é(D;D 3.0.3- 4-20315 5x Swedbank Pay PLUGIN 02.02sxxx | 11.00827.005.baa |UPT (AFD) Yes 2021-11-15 FE:;:;:lsLlson) SESE—Z%%T'P PNC-2021-074
Gilbarco Italia S.r.I. AFD- : PCI1501.01 . .
Card reader name: UX300 Hybrid Card SPOT M7 VGD.005D.0
Reader and antenna as PCI-PTS 3101.500(01
component of VGD 4.X AFD - SPOT /02/11).1501
M7, VGD 5.X AFD - SPOT M7 F.01XX001
Hardware version: Verifine UX300 VGD.005D.0
Hybrid Card Reader (M159-300-xXX-XXX: 3101.50012.

x) and antenna Software 1501F.XXXXX
version for Security Application: Vault: XX

17.x.x, AppM: 10.x.x, SRED: 9.x.x, OP:

T.XX PCI PTS Approval

Number(s): 4-20297 (4-20315 SPOT

M7+UX300) PCI PTS Version: 4.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Gilbarco Italia S.r.l. g&;ﬁﬁe‘
Card reader model: M7 MOTORIZED 3.0.2-
READER L PCI:4.x Cl
Hardware version: A0 (GVR M7 ggu,se?;gi_
MOTORIZED READER L PCl:4.x), A01 30920500-
(GVR M7 MOTORIZED READER L 3.0.2-
PCl4.X) Cl
Software version for Security XSI:E))- g.i)t ggu,se?;gi_
Asplication: Spot MY SDI PLUGIN cibaco |0 POt |\ /6D 4.x 011800, SPOT M7 SDI 18- IFSFPOSto |  Spot-M7-
Gilbarco ltalia S.r.. 01.01.s430 talia S.r. VGD 5.x AFD VGD 3.03. 4-20315 5.x Swedbank Pay PLUGIN 02.025xxx | 11.00827.005.baa UPT (AFD) Yes 2021-11-15 |FEP (Epsilon) | SEC_PROT-P PNC-2021-075
VGD.005D.03101.50001.1501F.01XX00 o “ |5.x AFD ~ . ’ U vers 1.6 vers 5.0
1 AFD- PCI1501.01
N SPOT M7 VGD.005D.0
llGD.ODSD.03101.50002.1501F.01XX00 3101.500(01
, /02/11).1501
VGD.005D.03101.50011.1501F.01XX00 F.01XX001
, VGD.005D.0
VGD.005D.0301.50012.1501F . XXXXXXX 3101.50012.

PCI PTS Approval Number(s): 4-20267

PCI PTS Approval Version: 4.x 1501 xxxxx

XX
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico

Card reader model: iUR250
Hardware version: iUR2xx-01TXXXxx
Firmware version: 820514v02.xx,
Ingenico 820514v12.x UPT, Only Card 2019-08-02 PNC-2019-059

N N re r
Software version for Security eadel

Application: 820365v02.xx
PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x

820365v02.x

X
Ingenico Ingenico  |{UP250LE 'f;if(f(xx 520073"02“ 430251 |4x UPT, only EPP Yes 2019-08-02 PNC-2019-060

820528v02.x
X

Manufacturer name: Ingenico 820365v02.x
Model iUC285 X

Hardware version: iUC28x-01Txxxxx \ngenico iuco8s iuCc28x- 820073v02.x
Firmware version: 820177V01.xx 9 OLTXXXXX  |X
PCI PTS Approval Number(s): 4-30161 820528v02.x
PCI PTS Approval Version: 4.x X

Ingenico 4-30161 4.x UPT without PIN No 2020-10-01 PNC-2020-096

Firmware:
820547v01.x
X
Applications:
820376v01.x
X (Schemes)
820548v04.x
x (OP)
820549v01.x
X (SRED On-
Guard FPE)
820556v01.x
X (SRED On-
Guard SDE)
820555v01.x
X (SRED
AWL)
820565v01.x
X (SRED
FF1)

Ingenico Ingenico Self/4000 |SEL40BA 4-30393 5.x Only PED Yes 2021-07-28 PNC-2021-055
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico
Card reader model: iUR150B
Hardware version: iUR15x-01Txxxxx
Software version for Security Ingenico 1UP250 4-30075 3.x ABSCIDO SESTDT2 v1.27.xx

1UP2xx- 820365

UPT Yes 2017-06-27

xBodul-Sys(em Sweden GKI BPS 1.06 PNC-2017-097

SPDH TME
1

16-
01Txxxxx |V02.xx 08.01062.001.aaa 0

Application: 820365 V02.xx
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Manufacturer name: Ingenico

Card reader model: iUR250
Hardware version: iUR2xx-01TXXXXx
Software version for Security 4-30075 4.x
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
MocukSystem Scen ‘ Ingenico | 1Up250 | JUP29c | 820865 ABSCIDO SESTDT2v127xx | o (25 fupr Yes 2017-06:27 | SPPHTME | Grips 106 || Pnc-2017-096
Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01TXXxxx
Software version for Security 4-30083 3.
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x

Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01TXXxxx
Software version for Security 4-30075 4.x
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x
1UP2xx- 820365 16- SPDH TME

0100k | VO2.xx ABSCIDO SESTDT2 V128K | g0 0100’00 1o [UPT Yes 2018-09-26 10 GKIBPS 1.06 || PNC-2018-149

Ingenico iUP250

Modul-System Sweden
AB

Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01TxXxxx
Software version for Security 4-30083 3.x
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01TXXXXX .
Software version for Security Ingenico  |iUI120 ng'Tl::;xx %gsff 430157 |ax ABSCIDO SESTDT2 v1.28.xx (ng-omez ootbaa |UPT No 2018-09-26 fZDH TME
Application: 820514 V02.xx : . e g

PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x

zlgdul-syslem Sweden GKI BPS 1.06 PNC-2017-150
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico

Card reader model: iUR255
Hardware version: iUR2xx-01TXxxxx
Software version for Security Ingenico iul20
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30157
PCI PTS Approval Version: 4.x

Uidxc 1820365 ) 05000 gy ABSCIDO SESTDT2v1.20xx |15 UPT No 2019-03-13 |SPPHTME |Gyipps 106 || PNc-2019-017

Modul-System Sweden
AB OLTxxxxx [V02.xx 08.01062.001.caa 1.0

Manufacturer name: Ingenico

Card reader model: iUR150B
Hardware version: iURL5X-01TXXxxx
Software version for Security Ingenico iul120
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ulxx- 1820365 ) 35157 |4k ABSCIDO SESTDT2vL.20xx |6 UPT No 2019-03-13 |SPPHTME |6ips 106 || Pnc-2019-016

Modul-System Sweden
AB 01Txxxxx |V02.xx 08.01062.001.caa 1.0

Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01TXxXxxx
Modul-System Sweden | Software version for Security

AB Application: 820365 V02.xx

PCI PTS Approval Numbers: 4-30250, 4-
30083

PCI PTS Approval Version: 4.x, 3.x

IUP2xox- 1820365 | 35575 |3 ABSCIDO SESTDT2vL.20xx |26 UPT Yes 20190313 |SPPHTME |6ips 106 || Pnc-2019-018

Ingenico  [1UP250 |61 riiionx  [V02.xx 08.01062.001.caa 1.0

Manufacturer name: Ingenico

Card reader model: iUC150B
Hardware version: iUC15x-01Txxxxx
Software version for Security Ingenico 1UP250
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

IUP2xx- 1820365 | 35575 |3 ABSCIDO SESTDT2vL.20xx |26 UPT Yes 20190314 |SPPHTME |6iBps 106 || PNc-2019-020

Modul-System Sweden
AB 01Txxxxx |V02.xx . 08.01062.001.caa 1.0

Manufacturer name: Ingenico

Card reader model: iUC150B
Hardware version: iUC15x-01Txxxxx
Software version for Security Ingenico iul20
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Uiboe 1820365 ) 50157 |ax ABSCIDO SESTDT2v1.30xx |15 UPT No 2019-08-19 |SPPHTVME |Gyips 106 || PNc-2019-062

Modul-System Sweden
AB O1Txxxxx [V02.xx i 08.01062.001.daa 1.0

Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01Txxxxx
Software version for Security )

Vodul-System Sweden | s pplication: 820365 V02.xx Ingenico  |iUP250 gﬁiiixx %gsff 430075 |3 ABSCIDO SESTDT2 v1.30.xx (lm 01062.001.daa
PCI PTS Approval Number(s): 4-30250 : . I
PCI PTS Approval Version: 4.x

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version(s): 3.x

6- SPDH TME
1.

UPT No 2019-08-19 o GKI BPS 1.06 PNC-2019-066
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico

Card reader model: iUR255
Hardware version: iUR2xx-01TxXxxx
Software version for Security Ingenico iul20 4-30157 4.x ABSCIDO SESTDT2 v1.30.xx

iUl1xx- 820365

UPT No 2019-08-19

xBodul-Sys(em Sweden GKI BPS 1.06 PNC-2019-085

SPDH TME
1

16-
01Txxxxx |V02.xx 08.01062.001.daa 0

Application: 820365 V02.xx
PCI PTS Approval Number(s): 4-30157
PCI PTS Approval Version: 4.x

Manufacturer name: Ingenico
Card reader model: iUC150B
Hardware version: iUC15x-01Txxxxx .

Software version for Security Ingenico  |iUP250 I(;i?l'i;((ixx 3%2355 430075 |3 ABSCIDO SESTDT2 v1.30.xx ég-omez 001.daa
Application: 820365 V02.xx - . U
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Modul-System Sweden
AB

UPT No 2019-08-19

fPDH T™ME \GkiBPs 1.06 || PNC-2019-063

0

Manufacturer name: Ingenico
Card reader model: iUC150B
Hardware version: iUC15x-01Txxxxx .

Software version for Security Ingenico  |iup2soLE|'UP2Xx-  |820365 430251 |4x ABSCIDO SESTDT2v1.30.xx |-

Application: 820365 V02.xx L1Txxxx|V02.xx 08.01062.001.daa
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Modul-System Sweden 6- SPDH TME
AB 1.

UPT No 2019-08-19 0 GKI BPS 1.06 PNC-2019-065

Manufacturer name: Ingenico

Card reader model: iUR250, iUR250P

Hardware version: iUR2xx-01TXXxxx

Software version for Security .

Modul-System Sweden [ A plication: 820365 V02.xx Ingenico  |iUP250LE ﬁiiﬁ‘(xx 3%33)?5 430251 |4x ABSCIDO SESTDT2 v1.30.xx ég-omez ootdaa |UPT No 2019-08-19 EZDH TME lekisps 1.06 || PNC-2019-084
PCI PTS Approval Number(s): 4-30250 - . U .

PCI PTS Approval Version: 4.x

PCI PTS Approval Number(s): 4-30083

PCI PTS Approval Version(s): 3.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico

Card reader model (CR): iUR250,

iUR250P

Hardware version: iUR2xx-01TXXXXx

Software version for Security

Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30250

PCI PTS Approval Version: 4.x .

Modul-System Sweden | pcy pTS Approval Number(s): 4-30083 [ingenico ~ [iup2so  [lUP2xx- 820365 430075 |3 ABSCIDO SESTDT2v1.31.xx |20-06.01062.003 |UPT No 2021-02-24 |SPPHTME loyiBps 151 || PNC-2021-014
N 01Txxxxx |V02.xx 13

PCI PTS Approval Version(s): 3.x

Card reader model (CTLS): iUC150b

Hardware version: iUC15x-01Txxxxx

Software version for Security

Application: 820168 v01.xx, 820365

V02.xx

PCI PTS Approval Number(s): 4-30172

PCI PTS Approval Version: 4.x

Manufacturer name: Ingenico

Card reader model (CR): iUR255
Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30157
Modul-System Sweden |PCI PTS Approval Version: 4.x

AB Card reader model (CTLS): iUC150b
Hardware version: iUC15x-01Txxxxx
Software version for Security
Application: 820168 v01.xx, 820365
V02.xx

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico  |iuitzo [P 1820365 1y 4057 lax ABSCIDO SESTDT2v1.31xx |20-06.01062.003 |UPT No 2021-02-24 |SFPHTME |oigpsis1 || Pnc-2021-016
01Txxxxx |V02.xx 13
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Manufacturer name: Ingenico

Card reader model (CR): iUR250,

iUR250P

Hardware version: iUR2xx-01TxxXxxx

Software version for Security

Application: 820365 V02.xx

PCI PTS Approval Number(s): 4-30250

PCI PTS Approval Version: 4.x .

PCI PTS Approval Number(s): 4-30083 [ingenico  [iupzsoLe |[IP29 (20385 1 5o, 1y ABSCIDO SESTDT2v1.3Lxx [20-06.01062.003 |UPT No 2021-02-24 |SFPH TME
; A 11Txxxxx  [V02.xx 13

PCI PTS Approval Version(s): 3.x

Card reader model (CTLS): iUC150b

Hardware version: iUC15x-01Txxxxx

Software version for Security

Application: 820168 v01.xx, 820365

V02.xx

PCI PTS Approval Number(s): 4-30172

PCI PTS Approval Version: 4.x

xBodul-Sys(em Sweden GKI BPS 1.51 PNC-2021-015

Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01TXXxxx UCLxx- 820365
Nets Denmark A/S Software version for Security Ingenico iuC180b 1Tooox V02,19 4-30100 3.x Nets Branch Finland 5.1.x (Viking)
Application: 820365 V02.19 )
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

5 UPT Yes 2018-02:05 |EBS Apaxd0

1
08.00424.007.iaa 8.21 BAXI 1.5 PNC-2018-040
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Denmark A/S

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXXXx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01xxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico

1UP2xx

1UP2xx-
OLTXXXXX

820365
V02.19

4-30075

3.x

Nets Branch Finland

15-

5.1.x (Viking) 08.00424.007.iaa

UPT

2018-02-05

BBS Apax40
8.21

BAXI 1.5

PNC-2018-041

Nets Denmark A/S

Contact: Hardware #: iIUR2XX-01TXXXXX,
IUR2xx-11Txxxxx , Firmware #: SRED:
820514V01.xx, 820514V11.xx, 4-30083

Contact reader: Hardware #: IUR2xx-
01Txxxxx standard Ingenico product,
IUR2xx-11Txxxxx, Firmware #:
820514v02.xx, 820514v12.xx, Applic #:
820365v02.xx, 4-30250

Ingenico

iuC180b

iUCIxx-
L1TXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

Viking 6.1.x 18-11.01222.002

UPT

2019-09-30

BBS Apax40
8.21

BAXI 1.5

PNC-2019-099

Nets Denmark A/S

Contact: Hardware #: iIUR2XX-01TXXXXX,
IUR2xx-11Txxxxx , Firmware #: SRED:
820514V01.xx, 820514V11.xx, 4-30083
Contactless: Hardware #: iUC15x-
01Txxxxx, Firmware #: 820168 vO1.xx,
Applic #: 820365 v02.xx, 4-30172

iUP250

iUP2xx-
O0LTXXXXX

Contact reader: Hardware #: IUR2xx-
01Txxxxx standard Ingenico product,
IUR2xx-11Txxxxx, Firmware #:
820514v02.xx, 820514v12.xx, Applic #:
820365v02.xx, 4-30250,

Contactless reader: Hardware #: iUC15x-
01Txxxxx, Firmware #: 820168 v01.xx,

Applic #: 820365 v02.xx, 4-30172

Ingenico

iUP250LE

iUP2xx-
TITXXXXX

820365
V02.19

4-30075

4-30251

Nets Branch Norway

Viking 6.1.x 18-11.01222.002

UPT

2019-09-30

BBS Apax40
8.21

BAXI 1.5

PNC-2019-100
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Denmark A/S

Contact: Hardware #: iIUR2XX-01TXXXXX,
IUR2xx-11Txxxxx , Firmware #: SRED:
820514V01.xx, 820514V11.xx, 4-30083
Contactless: Hardware #: iUC15x-

01Txxxxx, Firmware #: 820168 v0O1.xx,
Applic #: 820365 v02.xx, 4-30172

iUP250

iUP2xx-
01TXXXXX

Contact reader: Hardware #: IUR2xx-
01Txxxxx standard Ingenico product,
IUR2xx-11Txxxxx, Firmware #:
820514v02.xx, 820514v12.xx, Applic #:
820365v02.xx, 4-30250,

Contactless reader: Hardware #: iUC15x-
01Txxxxx, Firmware #: 820168 vO1.xx,
Applic #: 820365 v02.xx, 4-30172

Ingenico

iUP250LE

iUP2xx-
LITXXXXX

820365
V02.19

4-30075

4-30251

Nets Branch Norway

18-

Viking 6.2.x 11.01222.002.aaa

UPT

2019-12-02

BBS Apax40
8.21

BAXI 1.5

PNC-2019-139

Nets Denmark A/S

Contact iUR250: Hardware #: ilUR2xx-
01TxxxXX, IUR2XX-11TxxxxX , Firmware
#: SRED: 820514V01.xX,
820514V11.xx, 4-30083

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Contact reader iUR250: Hardware #:
IUR2xx-01Txxxxx standard Ingenico
product, [UR2xx-11Txxxxx, Firmware #:
820514v02.xx, 820514v12.xx, Applic #:
820365v02.xx, 4-30250

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.19

4-30100

Nets Branch Norway

18-

Viking 6.2.x 11.01222.002.aaa

UPT

No

2019-12-02

BBS Apax40
8.21

BAXI 1.5

PNC-2019-138

Nets Denmark A/S

Contact: Hardware #: iIUR2xX-01TXXXXX,
software 820365 V02.19, 4-30083
Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

iUP250

iUP2xx-
0L1TXXXXX

Contact: Hardware #: iIUR2xX-01TXXXXX,
software 820365 V02.19, 4-30250
Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

Ingenico

iUP250LE

iUP2xx-
TITXXXXX

820365
V02.19

4-30075

4-30251

Nets Branch Norway

18-

Viking 6.4.x 11.01222.002.baa

UPT

2020-03-02

BBS Apax40
8.21

BAXI 1.5

PNC-2020-027

Page: 20 (45)



* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Denmark A/S

Contact iUR250: Hardware #: ilUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30083

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Contact iUR250: Hardware #: ilUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30250

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Ingenico

iuC180b

iUCIxx-
LITXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

18-

Viking 6.4.x 11.01222.002.baa

UPT

No

2020-03-02

BBS Apax40
8.21

BAXI 1.5

PNC-2020-026

Nets Denmark A/S

Contact: Hardware #: iIUR2xX-01TXXXXX,

software 820365 V02.19, 4-30083
Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

iuP250

iUP2xx-
O0LTXXXXX

Contact: Hardware #: iIUR2XX-01TXXXXX,

software 820365 V02.19, 4-30250
Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

Ingenico

iUP250LE

iUP2xx-
1ITXXXXX

820365
V02.19

4-30075

3.x

4-30251

Nets Branch Norway

18-

Viking 6.5.x 11.01222.002.caa

UPT

2020-06-04

BBS Apax40
8.21

BAXI 1.5

PNC-2020-061

Nets Denmark A/S

Contact iUR250: Hardware #: iUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30083

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Contact iUR250: Hardware #: iUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30250

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

18-

Viking 6.5.x 11.01222.002.caa

UPT

No

2020-06-04

BBS Apax40
8.21

BAXI 1.5

PNC-2020-060

Nets Denmark A/S

Contact iUR250: Hardware #: iUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30083

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Contact iUR250: Hardware #: ilUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30250

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Ingenico

iuC180b

iUC1xx-
L1TXXXXX

820365
V02.19

4-30100

Nets Branch Norway

Viking 8.0.x 20-08.01222.013

UPT

No

2021-03-01

BBS Apax40
8.21

BAXI 1.5

PNC-2020-147
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Denmark A/S

Contact: Hardware #: iIUR2XX-01TXXXXX,
software 820514 VO1.xx, 4-30083
Contactless: Hardware #: iUC15x-

01Txxxxx, Software: 820168 vO1.xx,
820168 v02.xx, 4-30172

Ingenico

iuP250

iUP2xx-
01TXXXXX

Contact: Hardware #: iIUR2XX-01TXXXXX,
software 820514 v12.xx, 820514
v02.xx, 4-30250

Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820168 vO1.xx,
820168 v02.xx, 4-30172

iUP250LE

iUP2xx-
1ITXXXXX

820305
v12.xx
820305
v13.xx

4-30075

3.x

Nets Branch Norway

4-30251

Viking 8.0.x 20-08.012222.013

2021-03-01

BBS Apax40
8.21

BAXI 1.5

PNC-2020-148

Nets Denmark A/S

Contact iUR250: Hardware #: iUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30083

Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

iUP250

iUP2xx-
0L1TXXXXX

Contact iUR250: Hardware #: iUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30250

Contactless: Hardware #: iUC15x-
01Txxxxx, Software: 820365 v02.19, 4-
30172

Ingenico

iUP250LE

iUP2xx-
1ITXXXXX

820365
V02.19

4-30075

4-30251

4.x

Nets Branch Norway

- 20-
Viking 8.2.x 08.012222.013.aaa

2022-12-08

BBS Apax40
8.21

BAXI 1.5

PNC-2022-026

Nets Denmark A/S

Contact iUR250: Hardware #: ilUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30083

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Contact iUR250: Hardware #: ilUR2xx-
01Txxxxx, Software: 820365 V02.19 4-
30250

Contactless iUC180b: Hardware #:
iUC1xx-11Txxxxx, Applic #: 820365
v02.xx, 4-30100

Ingenico

iuC180b

iUCIxx-
L1TXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

- 20-
Viking 8.2.x 08.012222.013.a3a

2022-12-08

BBS Apax40
8.21

BAXI 1.5

PNC-2022-028
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Contact and contactless cardreader Applic:
Fi : 820547v01. g
Agg}i"cv:a'e VOLXX 820376V01.x
820376v0L. X
820548004 xx 820548v04.x
820549v0L.XX X
820556v01.Xx 520549"0“
820555v01.xx
Nets Denmark s |C20009V0Lxx Ingeni Self/4000 | SEL40BA S2083000Lx] 30393 Nets Branch N Viking 8.3 20- UPT Y 2022-1208  |BBSAPXA0 Iy 15 PNC-2022-035
ets Denmar 820376V02.XX ngenico el X -, 5.x lets Brancl lorway 1KIng 8.3.X 08.01222.013.baa es -12- 8.21 . - -
820548v07.xx 820555v01.x
X
820565v01.x
X
820376v02.x
X
820548v07.x
X
Contact and contactless cardreader Applic:
Fi : 820547v01. :
Ag";’”"cvf"e B20547v0LXx 820376v01.x
820376v0L. x
820548004 xx 820548v04.x
820549v01.xx X
820556v01.xx 520549"0“
82055501
8205001 xx 820556v01.x PCI SSC's SSF #: BBS Apaxdo
Nets Denmark A/S 820370v02.50¢ Ingenico  |Self/4000 [SEL40BA |x 430393 |5 Nets Branch Norway Viking 1.01.0 22- UPT Yes 2023-04-04  [o=7 P BAXI 1.5 PNC-2023-012
820548v07 10¢ 820555v01.x 47.00641.002.a3a "
X
820565v01.x
X
820376v02.x
X
820548v07.x
X
Contact and contactless cardreader Applic:
Fi : 820547v01. :
pplics 820547v01.xx 820376v01.x
820376v0L. x
82054500 xx 820548v04.x
820549v01.xx x
820556v01.Xx 320549"01-*
820555v01.
2050001 820556v01.x PCI SSC's SSF #: BBS Apaxdo
Nets Denmark A/S 820376021 Ingenico  [Self/4000 |SEL40BA |x 430393 |5 Nets Branch Norway Viking 1.02.0 22- UPT Yes 2023-07-07 o757 P BAXI 1.5 PNC-2023-020
820548v07 1¢ 820555V01.x 47.00641.002.baa -
X
820565V01.x
X
820376V02.x
X
82054807 .x
X
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information E2EE Reference Protocol information Case ID

Contact and contactless cardreader Applic:
Fi : 820547v0L. :
Agg}i"cv:a'e VOLXX 820376V01.x
820376v0L. X
820548004 xx 820548v04.x
820549v0L.XX X
820556v01.Xx 520549"0“
820555v01.xx
820556v01.x
2 1. : :
Nets Denmark Als [ 020ov01 XX Ingenico | Self/4000 |SEL40BA  [x 430393 s Nets Branch Noway | Viking 2.00 PCISSCs SSE i Nyt Yes 20240131 [BESAPXA0 gy 15 PNC-2024-007
820376v02.XX 23-47.00641.005 8.21
820548v07.xx 820555v01.x
X
820565v01.x
X
820376v02.x
X
820548v07.x
X

Contact and contactless cardreader Applic:

Fi : 820547v01. :

Ag";’”"cvf"e 820547v01.xx 820376V01.x

820376v0L. x

820548004 xx 820548v04.x

820549v01.xx x

820556v01.xx 520549"0“

820555v01.

8205001 xx 820556v01.x PCI SSC's SSF #: BBS Apaxdo
Nets Denmark A/S 820376v02-xx Ingenico Self/4000 [SEL40BA |x 4-30393 5.x Nets Branch Norway Viking 2.01 23- UPT Yes 2025-01-14 8.21 P BAXI 1.5 PNC-2024-035
820548v07:xx 820555v01.x 47.00641.005.aaa )
X
820565v01.x
X
820376v02.x
X
820548v07.x
X

Contact and contactless cardreader Applic:

Fi : 820547v01. :

pplics 820547v01.xx 820376v01.x

820376v0L. x

820348004 xx 820548v04.x

820549v01.xx x

820556v01.Xx 320549"01-*

820555v01.

2050001 820556v01.x PCI SSC's SSF #: BBS Apad0

Nets Denmark A'S 820376V02 XX Ingenico  |Self/4000 |SEL40BA |x 430393 |5 Nets Branch Norway Viking 2.02 23- UPT Yes 20250114 |57 BAXI 1.5 PNC-2024-040
820548V07 XX 820555v01.x 47.00641.005.baa -

X
820565v01.x
X
820376v02.x
X
820548v07.x
X
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TxxXxxx
Software version for Security
Application: 820365 V02.12

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
OLTXXXXX

820365
V02.12

4-30075

Nets Norway AS

12-
08.00424.006.baa
(Viking)

3.8 (Viking)

UPT

2013-08-29

BBS Apax40
8.21

BAXI 1.5

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01Txxxxx
Software version for Security
Application: 820365 V02.12

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
OLTXXXXX

820365
V02.12

4-30075

3.x

Nets Norway AS

12-
08.00424.006.caa
(Viking)

3.9 (Viking)

UPT

2013-10-10

BBS Apax40
8.21

BAXI 1.5

PNC-2013-057

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.16 (key
schemes)

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
OLTXXXXX

820365
V02.16

4-30075

3.x

Nets Norway AS

12-
08.00424.006.eaa
(Viking)

4.1 (Viking)

UPT

2014-05-06

BBS Apax40
8.21

BAXI 1.5

PNC-2014-154
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TxxXxxx
Software version for Security
Application: 820365 V02.16 (key
schemes)

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

luC1808B

IUC1xx-
1ITXXXXX

820365
V02.16
(key
schemes)

4-30100

Nets Norway AS

12-
08.00424.006.faa
(Viking)

4.2 (Viking)

UPT

No

2014-11-18

BBS Apax40
8.21

BAXI 1.5

PNC-2014-420

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01Txxxxx
Software version for Security
Application: 820365 V02.16

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
OLTXXXXX

820365
V02.16

4-30075

3.x

Nets Norway AS

12-
08.00424.006.daa
(Viking)

4.0 (Viking)

UPT

2013-11-26

BBS Apax40
8.21

BAXI 1.5

PNC-2013-147

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.16

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
O0LTXXXXX

820365
V02.16
(key
schemes)

4-30075

3.x

Nets Norway AS

12-
08.00424.006.faa
(Viking)

4.2 (Viking)

UPT

2014-11-18

BBS Apax40
8.21

BAXI 1.5

PNC-2014-421

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.16

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

luC1808B

IUC1xx-
1ITXXXXX

820365
V02.16

4-30100

Nets Norway AS

12-
08.00424.006.eaa
(Viking)

4.1 (Viking)

UPT

No

2014-05-06

BBS Apax40
8.21

BAXI 1.5

PNC-2014-155

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXxxxx
Software version for Security
Application: 820365 V02.17 (key
schemes)

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

luc1isoB

IUC1xx-
L1TXXXXX

820365
V02.17
(key
schemes)

4-30100

Nets Norway AS

12-
08.00424.006.gaa
(Viking)

4.3 (Viking)

UPT

No

2015-02-12

BBS Apax40
8.21

BAXI 1.5

PNC-2015-057
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TxxXxxx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuC180b

iUCIxx-
LITXXXXX

820365
V02.17

4-30100

3.x

Nets Branch Norway

15-

4.5.x (Viking) 08.00424.007.aaa

UPT

2015-09-16

BBS Apax40
8.21

BAXI 1.5

PNC-2015-263

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXXXx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.17

4-30100

Nets Branch Norway

15-

4.6.x (Viking) 08.00424.007.caa

UPT

2016-01-12

BBS Apax40
8.21

BAXI 1.5

PNC-2016-008

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP250

1UP2xx-
O0LTXXXXX

820365
V02.17
(key
schemes)

4-30075

Nets Norway AS

12-
08.00424.006.gaa
(Viking)

4.3 (Viking)

UPT

2015-02-12

BBS Apax40
8.21

BAXI 1.5

PNC-2015-058

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.17

4-30100

Nets Norway AS

4.4.x (Viking) 15-08.00424.007

UPT

2015-06-24

BBS Apax40
8.21

BAXI 1.5

PNC-2015-193

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXXXX
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuC180b

iUC1xx-
L1TXXXXX

820365
V02.19

4-30100

Nets Branch Norway

. 1
4.7:x (Viking) 08.00424.007.eaa

UPT

2016-07-07

BBS Apax40
8.21

BAXI 1.5

PNC-2016-207
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TxxXxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuC180b

iUCIxx-
LITXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

4.8.x (Viking)

15-
08.00424.007.faa

UPT

2016-10-24

BBS Apax40
8.21

BAXI 1.5

PNC-2016-238

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXXXx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.19

4-30100

Nets Branch Norway

4.9.x (Viking)

15-
08.00424.007.gaa

UPT

2017-01-26

BBS Apax40
8.21

BAXI 1.5

PNC-2017-025

Nets Oy

Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

iuc180b

iUC1xx-
1ITXXXXX

820365
V02.19

4-30100

3.x

Nets Branch Norway

5.0.x (Viking)

15-
08.00424.007.haa

UPT

2017-07-04

BBS Apax40
8.21

BAXI 1.5

PNC-2017-105

Finnish Branch

5.1.x (Viking)

15-
08.00424.007.iaa

UPT

2018-02-05

BBS Apax40
8.21

BAXI 1.5

PNC-2018-040

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.12

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP2xx

1UP2xx-
OLTXXXXX

820365
V02.12

4-30075

3.x

Nets Norway AS

3.7 (Viking)

12-
08.00424.006.aaa
(Viking)

UPT

2013-05-21

BBS Apax40
8.21

BAXI 1.5

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURxx

Hardware version: iUR2xx-01TXXXXX
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP2xx

1UP2xx-
0L1TXXXXX

820365
V02.17

4-30075

Nets Branch Norway

4.5.x (Viking)

15-
08.00424.007.aaa

UPT

2015-09-16

BBS Apax40
8.21

BAXI 1.5

PNC-2015-264
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXXXx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP2xx

1UP2xx-
0L1TXXXXX

820365
V02.17

4-30075

3.x

Nets Branch Norway

o 15-
4.6.x (Viking) 08.00424.007.caa

UPT

2016-01-12

BBS Apax40
8.21

BAXI 1.5

PNC-2016-009

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURxx

Hardware version: iUR2xx-01Txxxxx
Software version for Security
Application: 820365 V02.17

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Ingenico

1UP2xx

1UP2xx-
OLTXXXXX

820365
V02.17

4-30075

Nets Norway AS

4.4.x (Viking) 15-08.00424.007

UPT

2015-06-24

BBS Apax40
8.21

BAXI 1.5

PNC-2015-194

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01xxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico

1UP2xx

1UP2xx-
0L1TXXXXX

820365
V02.19

4-30075

3.x

Nets Branch Norway

. 15-
4.7.x (Viking) 08.00424.007.eaa

UPT

2016-07-07

BBS Apax40
8.21

BAXI 1.5

PNC-2015-208
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXXXx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01xxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico

1UP2xx

1UP2xx-
OLTXXXXX

820365
V02.19

4-30075

Nets Branch Norway

. 1
4.8.x (Viking) 08.00424.007.faa

2016-10-24

BBS Apax40
8.21

BAXI 1.5

PNC-2016-239

Nets Oy

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXXxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01xxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico

1UP2xx

1UP2xx-
0L1TXXXXX

820365
V02.19

4-30075

3.x

Nets Branch Norway

o 1
4.9x (Viking) 08.00424.007.gaa

2017-01-26

BBS Apax40
8.21

BAXI 1.5

PNC-2017-026

Manufacturer name: Ingenico

Card reader model: iURXx

Hardware version: iUR2xx-01TXxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01xxxxx
Software version for Security
Application: 820365 V02.19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Ingenico

1UP2xx

1UP250

1UP2xx-
0L1TXXXXX

820365
V02.19

4-30075

3.x

Nets Branch Norway

i, 15-
5:0.x (Viking) 08.00424.007.haa

Finnish Branch

. 15-
5.1.x (Viking) 08.00424.007.iaa

UPT

2017-07-04

2018-02-05

BBS Apax40
8.21

BAXI 1.5

PNC-2017-106

PNC-2018-041
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

PARKEON

1 - Card reader (CR) information

Globalcom

BV1000R

2 - EPP/SCR information

RO1-01

GPA 3.0

4-20265

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Six Payments Services
Luxembourg SA

Debit/Credit Application information

bk_online security

002V100 14-06.00136.002

UPT

Product information

No

E2EE Reference

2015-07-24

Protocol information

bk_online
002v100

bk_online
002v100

Case ID

PNC-2015-197

Point Transaction
Systems AB

Manufacturer name: Atos Worldline
Card reader model: Xenteo ECO
Hardware version: 9066300xxx Rev. Fx
Software version for Security
Application: 23.04.16

PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x

Atos

Xenteo

9066900xx
X-REV.Ax

23.04.16

4-30104

Swedbank Card Services
AB

EVRY Card Services AB
Point Transaction
Services AB

11-

A05.02 08.00208.009.aaa

UPT

2013-08-29

SPDH 3.1

LPP 4.2

PNC-2013-036

Point Transaction
Systems AB

Manufacturer name: Atos

Card reader model: Xenteo Eco
Hardware version: 9066300xx Rev.Fx
Software version for Security
Application: 23.04.16

PCI PTS Approval Number(s):4-30097
PCI PTS Approval Version: 3.x

Atos

SCR:
Xenoa
ECO

9066300xx
X-REV. Fx

23.04.16

4-30097

3.x

Swedbank Card Services
AB

EVRY Card Services AB
Point Transaction
Services AB

11-
A05.02 08.00208.009.aaa

UPT

No

2013-08-29

SPDH 3.1

LPP 4.2

PNC-2013-034

Seita Technologies Oy

Manufacturer name:

Castles Technology Co. Ltd

Card reader model: UPT 1000
Hardware version: MARS1000-HW-
V1.01.xxXX

Software version for Security
Application:
002x-001x-002x-001x-0026

PCI PTS Approval Number(s): 4-80020
PCI PTS Approval Version: 4.x

Castles
Technology
Co. Ltd

UPT1000

MARS1000-
HW-
V1.01.XxxX

002x-001x-
002x-001x-
0026

4-80020

Seita Technologies Oy

EMV Suite 17-
1.21x 08.01038.002.aaa

UPT

2018-02-27

MPJ
v13.04

ECR Suite
2.07

PNC-2018-045

Seita Technologies Oy

Manufacturer name:

Castles Technology Co. Ltd

Card reader model: UTF 1000F
Hardware version: UPT1000F-HW-
V1.01.XXXX

Firmware:
XXXX-XXXX-XXXX-XXXX-XXXX-0027

PCI PTS Approval Number(s): 4-80031
PCI PTS Approval Version: 5.x

Castles
Technology
Co. Ltd

UTF1000
F

UPT1000F-
HW-
V1.01.XXXX

FW: xxxx-
XXXX-XXXX-
Xxxx-0027

4-80031

Seita Technologies Oy

22-

2100 47.01038.001.aaa

UPT

2023-06-15

Seita ISO
8583 v2.9.0

Flexible ECR
Protocol,
Generic POS
Protocol v2.30,
v0.20

PNC-2023-015
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Manufacturer name: Atos Worldline
Six Payments Senvices | arg reader model: Xenteo ECO Wordine |XENTEO 0066300 |SRED: 430104 [3x Six Payments Services  [1.0.0.x 14-08.00689.006  |UPT Yes 20141022 [SXML SIXML PNC-2014-295
Luxembourg SA ) ECO x Rev: Ax 03.02.20D Luxembourg SA (Integra terminal) v2.0.0 v2.0.0
Hardware version: 9066300xxx Rev. Fx SA
Software version for Security Application:
02.03.20R (SRED)
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
Manufacturer name: Atos Worldline Atos . .
Six Payments Services . " XENTEO |9066900xx |SRED: Six Payments Services |1.0.1.x 14- SIXML SIXML
Cuxemhourg SA :’rj;arie\:ez?:riléﬁ:;;%f;o,‘ev. . ‘g’:"d""e ECO  |xRev:Ax |03.0220p |*30104 |3 Luxembourg SA (Integra terminal) ~ |08.00689.006.aaa |°"7 Yes 2015101915 0.0 v2.0.0 PNC-2015-321
Software version for Security Application:
02.03.20R (SRED)
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
six Payments Services oS iine  |XENOA |0066300xx [SRED: [, oo | P ation Six Payments Services  |1.0.1.x 14- UPT No otsots [SPML SIXML NC.2015.012
Luxembourg SA SA ECO x Rev. Fx |03.02.16D . i i‘:‘ e Sc’;” Luxembourg SA (Integra terminal)  |08.00689.006.aaa v2.0.0 v2.0.0
Atos SCR - Contactless " :
Six Payments Services " YONEO [9073010xx |SRED: Six Payments Services  |1.0.1.x 14- SIXML SIXML
Luxemaﬂufg SA \g: rdine | peader |x Rev. Ax [03.03.00p |43019  [3x Luxem)l,)ourg SA (Integra terminal) ~ |08.00689.006.aaa |°*" No 20151112 102 0.0 v2.0.0 PNC-2015-323
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card 5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Hardware version: 9066300xxx Rev. Fx
Software version for Security Application:
23.44.xx, 24.43.xx

PCI PTS Approval Number(s):4-30096

PCI PTS Approval Version: 3.x

iUP250
SRED:
820528V02.
Manufacturer name: Ingenico XX,
Card reader model: iUR250 ini%‘?VOS.
Hardware version: iUR2xx-01TXXXXX, iubzsd
TUR2xX-11TXXXXX 820365V02
Software version for Security xx. OPM: "
Application: 820514 V11.xx iUl-?’250 .
SRED: 820514V01.xx 820073V1.x
Keyschemes: 820365 V02.xx X )
Swedbank PayEx Holding|PCI PTS Approval Number(s): 4-30083 . 1UP250/ [IUP2xx- ’ 4-30075 / 4- . 9 vy Proprietary g P
AB PCI PTS Approval Version: 3.x Ingenico {UP250LE |01 Tx000x 520305V01. 302561 3x/4.x PayEx Host 1.1.x Version 2300 |18-08.01090.002 UPT Yes 2021-06-04 |1SO8583, V1 ISON based PNC-2021-034
Manufacturer name: Ingenico I
Contactless ard reader model: iUC150 ;;ngggg\l;fz M
Hardware version: iUC15x-01xxxxx M i
Software version for Security g
Application: 820168 vOLxx, 820365 gzﬁgg;éf’g
v02.xx ’
PCI PTS Approval Number(s): 4-30172 520365"02'*
PCI PTS Approval Version: 4.x 8'20073v02 M
X,
820528v02.x
X
SCR - EPP
Payment application
is in the SCR
i Atos VerifFone Inc.
Manufact : Atos World|
VeriFone Balic SiA anufacturer names Atos Worldline Worldine ~ |XENTEO 9066900« 128.44xx, 1, 35104 |34 Swedbank Card Services |BKX A0B.0Lxx  |16-08.00582.013  |UPT Yes 20160422 [sPOH3X  |LPP 42 PNC-2016-100
Card reader model: Xenteo ECO Reader SA ECO X Rev. Ax |24.43.xx AB
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

SCR - EPP
Payment application
is in the SCR
Manufacturer name: VeriFone Swedbank Card Services UX IPOS Payment
VeriFone Inc. Card reader model: UX300 Verifone Inc [UX110 M159-11x- None 4-20259 3.x AB " Core R02.01 16-01.00154.109 UPT Yes 2017-03-16 |SPDH 3.2 IPOS 3.x PNC-2017-043
Hardware version: M159-30x-Xxx-Xxx XHXXXX EVRY Card Services AB Build: 30190200
VeriFone Sweden AB
Contactless Card reader model: UX400
Hardware version: M159-400-xxx-Xxx
Software version for Security Application:
UXSA 0201 (non-SRED)
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x N/A
SCR and Contactless
reader for UPT
) Manufacturer name: VeriFone ) ivaedbank Card Senvices | x 1pos Payment
VeriFone Inc. Card reader model: UX300 Verifone Inc |N/A N/A None 4-20261 3. N/A EVRY Card Services A |COre R02.01 16-01.00154.109  |UPT Yes 2017-03-16 |SPDH 3.2 IPOS 3.x PNC-2017-043
Hardware version: M159-30x-Xxx-Xxx VeriFone Sweden AB Build: 30190200
Contactless Card reader model: UX400
Hardware version: M159-400-xxx-xxx
Software version for Security Application:
UXSA 0201 (non-SRED)
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x
SCR - EPP
Payment application
is in the SCR
Manufacturer name: VeriFone Swe+K50:R50dbank Card
Card reader model: UX300 i
VeriFone Inc. Hardware version: M159-30X-xxx-xxx Verifone Inc |UX110 )l:::(]).fg)—(:)l(lx- None 4-20259 3.x Es/gi{cecsa/:L:IBServices AB gé;g?fxzc 17-11.00154.120  |UPT Yes 2017-03-16 |SPDH 3.x IPOS 3.x PNC-2018-074
Contactless Card reader model: UX400 VeriFone Sweden AB
Hardware version: M159-40x-Xxx-Xxx
Software version for Security Application:
UXSA1010
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x N/A
EPP
VeriFone Inc. Verifone Inc X110 V9911 Inone 420260 |3x Payment application |N/A N/A N/A N/A UPT Yes 20170316 |N/A N/A PNC-2017-043
is in the SCR
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

ECR S Swe+K50:R50dbank Card
) . U629-04-02; ayment application Services AB UX IPOS PC
VeriFone Inc. Verifone Inc |UX410 | X T UXSALOL0 4-20297 |3 is in the SCR N/A EVRY Card Services AB |R03.01500x 17-11.00154.120  |UPT Yes 2018-03-28 [SPDH3.x  [IPOS 3.x PNC-2018-075
VeriFone Sweden AB
Manufacturer name: Atos Worldline ' SCR - EPP
Card reader model: Xenteo ECO 3;5?16[) Payment application ICA SE EMV
Hardware version: 9066300xxx Rev. Fx 03-02-18D' is in the SCR POS -
Software version for Security Application 03'02'20[)' OpeN/2
(SRED): 03.02.16R, 03.02.20R ) SXHXXXXXX ICA Banken (8583-87) 1.7 )
VeriFone Norway AS |PCI PTS Approval Number(s):4-30096 Worldline | XENTEO |9066900%x vy, v, [4-30104 |3 Nets Norway paypoint 5.15xx  |17-11.00482.015  |UPT Yes 2018.01-05 |3 32 (8583 1Paypoint 133 1| pyc.o015-007
PCI PTS Approval Version: 3.x SAINV ECO X Rev. Ax NON-SRED: Verifone Inc. 87)_ Sofie 7.08
03.02.16 : (Sales Connector) Verifone
03.02.18, Sales
Posed Connector 3.2
03.02.20, (8583-87)
03.02.22
N/A
SCR - EPP
Payment application
is in the SCR
Manufacturer name: Atos Worldline
Atos . Nets Norway AS ;
VeriFone Norway As | Card reader model: Xenteo ECO Worldine | XENTEC (9056900 |SRED: 1430104 |3x VerifFone Sweden AB  |5.10.04 14-08.00482.007  |UPT Yes 2015-09-28 [SDI 3.0 Faypomt 116 || enc-aons216
Hardware version: 9066300xxx Rev. Fx SA X Rev. Ax -02. Sales Connector Host ofie 7.
Software version for Security Application:
02.03.20R (SRED)
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
Atos SRED: oy applicat Nets Norway AS
ayment application .
VeriFone Norway AS Worldiine | XENOA 9066300xx 103.02.16D. 1, 55097 |34 s in the SCR VerifFone Sweden AB [5.10.04 14-08.00482.007  |UPT No 2015-08-13 |SDI 3.0 Paypoint 116, 1| pnc2015-215
ECO x Rev. Fx |03.02.20D, Sofie 7.06
SA 03.02.20D01 Sales Connector Host
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below a!

ompliant with all the requirements in E2EE UPT form

[ Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE Reference

Protocol information

Case ID

Contact Reader SCR - EPP
Manufacturer name: Atos Worldline Payment application
Card reader model: Xenteo ECO is in the EPP
Hardware version: 9066300xxx Rev. Fx
Software version for Security Application
(SRED): 03.02.16R, 03.02.20R
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x SRED:
Contactless reader: 03.02.16D,
Manufacturer name: Atos Worldline 03.02.18D.
Card reader model: Yoneo 03.02.20D,
Hardware version: 9073010xxx Rev. Ax Worldii XENTEO |9066900; SXX.XX.XXX, Nets N 17 P int 1.33
VeriFone Norway AS  [Software version for Security Application [ v 0r 01" XX Mxxxcoxxx, [4-30104 |3 ets Monway 5.15.xx y uPT Yes 2018-06-04 |SDI3.2 aypoint L. PNC-2018-180
SAINV ECO X Rev. Ax K Verifone Inc. 11.00482.015.aaa Sofie 7.08
(SRED): 03.03.00RD, 03.03.00RDO1 Non-SRED:
(Sales Connector)
PCI PTS Approval Number(s):4-30119 03.02.16,
PCI PTS Approval Version: 3.x 03.02.18,
03.02.20,
03.02.22
SCR - EPP
Payment application
is in the SCR
Manufacturer name: VeriFone Swedbank Card Services
VeriFone Sweden AB | Card reader model: UX300 Verifone Inc |ux110  [M3S9-11x ygne 420259 3 AB ' UXIPOS Payment 1,5 11 goge5.001  [uPT Yes 2015-04-30 [SPDH3.2  [IPOS 3.x PNC-2015-126
ion: XXX-XXX EVRY Card Services AB [Core R01.01
Hardware version: M159-30x-XxX-Xxx :
X X - VeriFone Sweden AB
Software version for Security Application:
UXSA 1010 (non-SRED)
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x N/A
SCR - EPP
Payment application
isin the EPP West International AB
Swedbank Card Services
Manufacturer name: XAC Automation Corp. XAC SRED AB i
\West International AB | Card reader model: P90 Automation [xUPT-303|TKPXEX (CTLs): 410135 [3x Payzone Nordic AB Ve IXEndine117.08.00778.005  |uPT Yes 2017-11-09 [SPDH3.1  |EPAS 1.0 PNC-2018-xxx
Hardware version: SHRIXOXXXX64CX Corp. 20010651 EVRY Card Services AB
Software version for Security Application: Nets Sweden AB
20000112 (SRED) Nets Spectracard AB
PCI PTS Approval Number(s):4-10136
PCI PTS Approval Version: 3.x N/A
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Ca:: reader model: Software :Cl PTS I model: Devg‘:; model: . |
Hardware version: 5 PCIPTS pproval y .. |Hardware version for 9 E2EE Terminal to .

Terminal vendor Software version for Security Ir’\ll::r:;a‘clure EE‘;SCR ‘I;I;rsdig‘a‘re ;Zrcsllfrir:yd Approval Version: HardwareV\;er:::‘n;)f version: ;2?){0%;}:? SIS TEE Debit/Credit ;(e:fle?esri: :,A'DSS er:cit:::\dr:\e:nt PIN support | Validation host EC’II.RH 'Sz:&l PNCISASE
Application: . . . Application: Number(s): |[Expiry dates Security Application: . date: protocol
PCI PTS Approval Number(s): . see * above] ‘Application: version for
PCI PTS Approval Version: e vérsion‘ Security

* |Application:

Gilbarco Italia S.r.l. |Manufacturer name: Gilbarco Italia Gilbarco GVR 2.0 PIN Pad 4-20114 2.x Nets Branch Norway SPOT Nordic West [13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI 2.8 SPOT PNC-2016-
Sl Italia S.r.l.  [SPOT M4 Version Manufacturer name: Payment Application Interface 013
Card reader model: SPOT M4 Keypad 01.06 Gilbarco ltalia S.r.| . PA 01.01
Hardware version: GVR HO-MR Unit UPT controller o Protocol rel. 00
Soﬁ;{varg version for Security model: SPOT M4
Application: : S
PIN Pad Version 01.06 :gg;‘l:\;ifzeg;gnfa
PCI PTS Approval Number(s): 4-20114 e Versimfm{

PCI PTS Approval Version: 2.x Security
Application:
0S 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x

Gilbarco Italia S.r.l. |Manufacturer name: Gilbarco Italia Gilbarco GVR 2.0 PIN Pad 4-20114 2.x Nets Branch Norway SPOT Nordic West [13-11.00827.002 |UPT (AFD) Yes 2015-11-16 |SDI 2.8 SPOT PNC-2016-
Sl ltalia S.r.l.  |SPOT M4 Version Manufacturer name: Payment Application Interface 014
Card reader model: SPOT M4 Keypad 01.06 Gilbarco Italia S.r.| . PA 01.01
Hardware version: GVR HO-MR Unit UPT controller o Protocol rel. 00
Soﬂ;{varg version for Security model: SPOT M4
Application: : S
PIN Pad Version 01.06 Hardwae version:

PCI PTS Approval Number(s): 4-20114 e Versimffo{
PCI PTS Approval Version: 2.x Security
Application:
0S 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x

Gilbarco Italia S.r.l. |Manufacturer name: Gilbarco Italia Gilbarco GVR 2.0 PIN Pad 4-20114 2x Nets Branch Norway SPOT Nordic West [13-11.00827.002 |UPT (AFD) Yes 2015-11-16 [SDI 2.8 SPOT PNC-2016-
S.r.l. ltalia S.r.l.  |SPOT M4 Version Manufacturer name: Payment Application Interface 015
Card reader model: SPOT M4 Keypad 01.06 Gilbarco Italia S.r.| . PA 01.01
Hardware version: GVR NS-MR Unit UPT controller o Protocol rel. 00
Soﬂ;{varg version for Security model: SPOT M4
Application: : S
PIN Pad Version 01.06 Hardware version:

PCI PTS Approval Number(s): 4-20114 e versiorf';
PCI PTS Approval Version: 2.x Security
Application:
0S 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
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* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION
E2EE Validation Status - UPT Components
The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form
Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R;ez.:‘ce Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Ca:: reader model: Software :Cl PTS I model: Devg‘:; model: . |
Hardware version: 5 PCIPTS pproval y .. |Hardware version for 9 E2EE Terminal to .
Terminal vendor Software version for Security Ir’\ll::r:;a‘clure EE‘;SCR ‘I;I;rsdig‘a‘re ;Zrcsllfrir:yd Approval Version: HardwareV\;er:::‘n;)f version: ;2?){0%;}:? SIEE== o] Debit/Credit ;(e:fle?esri: :,A'DSS er:cit:::\dr:\e:nt PIN support | Validation host EC’II.RH 'Sz:&l PNCISASE
Application: . . . Application: Number(s): |[Expiry dates G Application: : date: protocol
PCI PTS Approval Number(s): PP! . see *above] |p Iicgion' version for
PCI PTS Approval Version: ngware vérsion‘ Security
* |Application:
Gilbarco Italia S.r.l. |Manufacturer name: Gilbarco Italia Gilbarco GVR 2.0 PIN Pad 4-20114 2.x Nets Branch Norway SPOT Nordic West [13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI 2.8 SPOT PNC-2016-
Sl Italia S.r.l.  [SPOT M4 Version Manufacturer name: Payment Application Interface 016
Card reader model: SPOT M4 Keypad 01.06 Gilbarco ltalia S.r.| . PA 01.01
Hardware version: GVR NS-MR Unit o Protocol rel. 00
Software version for Security = cf)ntroller
A model: SPOT M4
Application: Hardware version:
PIN Pad Version 01.06 Y
PCI PTS Approval Number(s): 4-20114 SO LY il
1 Software version for
PCI PTS Approval Version: 2.x :
Security
Application:
0S 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
Manufacturer name: | Manufacturer
various name: Nets
Manufacturer name: Cryptera A/S UPT Controller Denmark A/S 12-
Card reader model: INT5210-4210 (part 414-0303 model: PC or Device model: 02.00641.001.aaa
Nets Denmark Ef 1315-4250) o INTE210-420R 1L I INT1315 1315 (PBS now gryzlera UCM. uel(sj PSAM 7.10.10 (PSAM) (PSAM)
" lardware version: -42XXR1x I’yplel’a - | XXX - lardware version: lardware
Zesrcmm Solutions | vare version for Security S 4250  |425yRiz g:tnsmark GRS | na. version: Mg |N\ets Denmark A/S 100 (NT5210-  |12-07.00284.003 |YFT = ANZHIEE |OURS D WAL
Application: 414-0504 (Foregenix Ltd) AIS) Software version of |Software 4210/SLM/CDP) (INT5210-
PCI PTS Approval Number(s): 4-20008 Security version for 4210/Nets
PCI PTS Approval Version: 1.x Application: n.a. Security SLM/CDP)
Software version:  |Application:
n.a. 7.10.09
Manufacturer name: |Manufacturer
various name: Nets
Manufacturer name: Cryptera A/S UPT Controller Denmark A/S 12-
Card reader model: INT5210-4210 (part 414-0328 model: PC or Device model: 02.00641.001.aaa
Nets Denmark Ef 2;00—4210) o INTE210-420R 1L I INT2100 2100 (PBS now gryzlera UCM. uel(sj PSAM 7.10.10 (PSAM) (PSAM)
" lardware version: -42XXR1x I’yplel’a - | XXX - lardware version: lardware
Zesrcmm Solutions | vare version for Security S 4210 |421xR1x g:tnsmark S L L na. version: Mg |N\ets Denmark A/S 100 (NT5210-  |12-07.00284.003 |YFT = ANZHIEE |OURS D WAL
Application: 414-0504 (Foregenix Ltd) AIS) Software version of |Software 4210/SLM/CDP) (INT5210-
PCI PTS Approval Number(s): 4-20007 Security version for 4210/Nets
PCI PTS Approval Version: 1.x Application: n.a. Security SLM/CDP)
Software version:  |Application:
n.a. 7.10.09
Manufacturer name: |Manufacturer
various name: Nets
Manufacturer name: Cryptera A/S UPT Controller Denmark A/S 12-
Card reader model: INT5210-4210 (part model: PC or Device model: 02.00641.001.aaa
N Ef 2;00-4210) o INTE2104D0RL gryzlera ucm: uel‘sj PSAM 7.10.10 (PSAM) (PSAM)
q ardware version: -42XXR1X ardware version: |Hardware
X/esmha"‘ Solutions | & are version for Security na. version: Mg |\6ts Denmark A/S 100 (NT5210-  |12-07.00284.003 |YFT io ABIZHIEE |OURS 4D WAL
Application: 414-0504 (Foregenix Ltd) Software version of |Software 4210/SLM/CDP) (INT5210-
PCI PTS Approval Number(s): 4-20007 Security version for 4210/Nets
PCI PTS Approval Version: 1.x Application: n.a. Security SLM/CDP)
Software version: | Application:
n.a. 7.10.09
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor

1 - Card reader (CR) information

2 - EPP/SCR information

3 - UPT Controller

4 - SAM-card

5 - Decryption HOST

Debit/Credit Application information

Product information

E2EE
Reference

Protocol information

Case ID

Terminal vendor

Manufacturer name:

Card reader model:
Hardware version:

Software version for Security
Application:

PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP/SCR
model:

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCI PTS
Approval
Version:
[Expiry dates
see * above]

Manufacturer name:

UPT Controller

model:

Hardware version:
version of

Manufacturer
name:

Device model:
Hardware
version:

Security
Application:
Software version:

version for
Security
Application:

HOST or HOSTs used for
the product

version for

Debit/Credit
Application:

PCI SSC’s PA-DSS
Reference #:

environment

Intended PIN support

E2EE
Validation
date:

Terminal to
host
protocol

Terminal to
ECR Protcol

PNC CASE
ID

Nets Norway AS

Manufacturer name: Ingenico

Card reader model: i9500

Hardware version: i9500 R301
Software version for Security
Application: MSA 05.A9 (T-Systems)
PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.x

Ingenico

9500

9500 K301

SSA 02.AF
(TrustWave)

4-30035

Nets Norway AS

7.7 (Viking)

12-08.00424.004

UPT

2013-03-12

BBS Apax40
08.21

BAXI 1.5

Nets Norway AS

Manufacturer name: Ingenico

Card reader model: i9500

Hardware version: i9500 R301
Software version for Security
Application: MSA 05.A9

PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.x

Ingenico

9500

9500 K301

SSA 04.3x

4-30035

Nets Norway AS

7.8 (Viking)

12-
08.00424.004.aaa
(Viking)

UPT

2013-05-06

BBS Apax40
08.21

BAXI 1.5

Nets Norway AS

Manufacturer name: Ingenico

Card reader model: i9500

Hardware version: i9500R301
Software version for Security
Application: MSA 05.19

PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.3

Ingenico

9500

i9500K301

SSA 04.3x

4-30035

13

Nets Norway AS

v7.0

11-08.00424.001

UPT

2010-07-08

BBS Apax40
08.21

BAXI 1.5

Point Transaction
Systems AB

Manufacturer name: Atos

Card reader model: Xenteo

Hardware version: 9066300xx Rev_1,
9066300xx Rev.c

Software version for Security
Application: N/A

PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x

Atos

Xenteo

9066100xx
x-REV.a

19.36.14

4-30011

Swedbank Card Services
AB

EVRY Card Services AB
Point Transaction
Services AB

A04.26

UPT

2010-06-30

SPDH 3.1

LPP 3.1

No PA-DSS

Point Transaction
Systems AB

Manufacturer name: Atos

Card reader model: Xenteo

Hardware version: 9066300xx Rev_1,
9066300xx Rev.c

Software version for Security
Application: N/A

PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x

Atos

Xenteo

9066100xx
x-REV.a

00.14.32

4-30011

Swedbank Card Services

EVRY Card Services AB
Point Transaction
Services AB

A04.26

UPT

2010-12-13

SPDH 3.1

LPP 3.1

No PA-DSS

Point Transaction
Systems AB

Manufacturer name: Atos

Card reader model: Xenteo

Hardware version: 9066300xxx Rev_1,
9066300xxx Rev.C, 9066300xxx Rev.D
Software version for Security
Application: N/A

PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x

Atos

Xenteo

9066100xx
x-REV.a

00.14.32

4-30011

1x

Swedbank Card Services

EVRY Card Services AB
Point Transaction
Services AB

A04.27

11-08.00208.005

UPT

2011-07-14

SPDH 3.1

LPP 3.12
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R;ez.:‘ce Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Card reader model: Software PCI PTS model: Device model:
Hardware version: 5 PCIPTS Approval y .. |Hardware version for ., E2EE Terminal to .
Terminal vendor Software version for Security Ir’\ll::r:;a‘clure EE‘;SCR ‘I;I;rsdig‘a‘re ;Zrcsllfrir:yd Approval Version: HardwareV\;er:::‘n;)f version: ;(:SIO%U:P SIS TEE Debit/Credit ;(e:fle?esri: :,A'DSS er:cit:::\dr:\e:nt PIN support | Validation host EC’II.RH 'Sz:&l PNCISASE
Application: . . . Application: Number(s): |[Expiry dates Security P Application: : date: protocol
PCI PTS Approval Number(s): PP . see * above] Application: version for
PCI PTS Approval Version: e vérsion‘ Security
* |Application:
Manufacturer name: Atos
Card reader model: Xenteo 9
Hardware version: 9066300xxx Rev_1, Sl Cael Saies
Point Transaction  |9066300xxx Rev.C, 9066300xxx Rev.D 9066100xx 9
Systems AB Software version for Security Atos Xenteo Y-REV.a 19.36.14 4-30011 1x E\oliF'::(T(r);:Lsiaifi:rllces AB |A04.27 11-08.00208.005 |UPT Yes 2011-07-14 |SPDH 3.1 LPP 3.12
Application: N/A Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
Card reader model: Xenteo 3
Hardware version: 9066300xxx Rev_1, Syl G S
Point Transaction 90663005 Rev.C, 90663000 Rev.D | yiqq Xenteo | 2086100 105 1435 230011 [1x EVRY Card Services AB [A05.01 11-08.00208.009 |UPT Yes 2011-07-14 [SPDH3.1  |LPP3.12
Systems AB Software version for Security x-REV.a Point Transaction
Application: N/A Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
Card reader model: Xenteo 3
Hardware version: 9066300xxx Rev_1, S G SIS
Point Transaction  |9066300xxx Rev.C, 9066300xxx Rev.D 9066100xx 3
Systems AB Software version for Security Atos Xenteo %-REV.a 19.36.14 4-30011 1x S;I::Tfségaiz:;ces AB |A05.01 11-08.00208.009 UPT Yes 2011-07-14 |SPDH 3.1 LPP 3.12
Application: N/A Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
CR model: Xenteo
HW version: 9066300xxx2 Rev_1, Swedbank Card Services
. y 9066300xxx Rev_C, 9066300xxx AB
:"'s’t‘;;’si’xac""" Rev_D, 9066300 Rev_E Atos Xenteo 33?;;30: 230416  |4-30011  |1x EVRY Card Services AB |A05.02 éé-oozoa 009.aaa |UPT Yes 20130829 [SPDH3.1  |LPP 4.2 FN%‘;:B’
4 SW version for Security Application: : Point Transaction : : :
23.04.16 Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Hypercom
Card reader model: H2210 Swedbank Card Services
Point Transaction Hardware version: F8212xxx, F8213xxx HW#05000
Systems AB Software version for Security Verifone Inc |K1200 2 FR008030 |4-20081 1.x EVRY Card Services AB |K01-01 UPT Yes 2010-12-14 |SPDH 3.1 IPOS 3.1
4 Application: K01.01 Nets Sweden AB
PCI PTS Approval Number(s): 4-20081 Payzone Nordic AB
PCI PTS Approval Version: 1.x
No PA-DSS
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020

PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R;ez.:‘ce Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Card reader mgdel: Software PCIPTS model: Device model: _ .
Termi CETHTETR Version 2 Manufacture |EPP/SCR |Hardware  [version of Ll Apprloval Hardware version: Harc_twalre HOST or HOSTs used for a version o PCI SSC's PA-DSS Intended (2122 ferinalic Terminal to PNC CASE
‘erminal vendor Software version for Security e —— EEE W Security Approval Version: e version: the product Debit/Credit Reference #: e PIN support | Validation host ECR Protcol D
Application: . . . Application: Number(s): |[Expiry dates Security Application: : date: protocol
PCI PTS Approval Number(s): PP! . see *above] | anniication: version for
PCI PTS Approval Version: ngware vérsion' Security
* |Application:
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc UPT Controller name: Nets
Card reader model: Artema PIN model: Artema PIN |Denmark A/S 12.
Unattended Compact Unattended Device model:
Hardware version: P167-3xxx (Artema /;ﬁ\‘ema 6667-3-230- Compact Nets PSAM DA (PR Z)F%.S();\)’az)tl.OOI.aaa
Point Transaction Card Reader Manual) VeriFone 06PR (T- Hardware version: |Hardware Multi Drop Bus
Systems AB Software version for Security Inc I:Sanend P Systems AR i P745-3016 version: M9 Nl Bl ey X:rrlzlgnaiﬁlﬁgzlar AT GRS E P es AV | BN Y (MDB) 2.0/3.0
Application: 2456-5-550-00PS 02.14 (T- Compact GEI GmbH) Software version of |Software Scandinavia) (Ar[en‘1a Mud’ular
Systems GEI GmbH) Security version for Scandinavia)
PCI PTS Approval Number(s): 4-20010 Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 854-CGPO (GPRS) |Application:
Software version:  |7.10.09
Version 01.07
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc UPT Controller name: Nets
Card reader model: Artema PIN model: Artema PIN |Denmark A/S
Unattended Compact R Unattended Device model:
Hargwaredversion: P|167»3xxx (Artema PIN 6687-3()-230- Comdpacl Nelz PSAM
Card Reader Manual) VeriFone 06PR (T- Hardware version: |Hardware n A 15- Multi Drop Bus
Nets Denmark A/S Softwareversion forSecurity e lélgattend P950-3xxx Systems 4-20010 1.x P745-3016 version: M9 Nets Branch Finland 5.1.x (Viking) 08.00424.007.iaa UPT Yes 2018-02-05 |OTRS 1.0 (MDB) 2.0/3.0
Application: 2456-5-550-00PS 02.14 (T- Gnd GEI GmbH) Software version of |Software
Systems GEI GmbH) P Security version for
PCI PTS Approval Number(s): 4-20010 Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 854-CGPO (GPRS) |Application:
Software version:  |7.10.09
Version 01.07
PNC-2018-040
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc UPT Controller name: Nets
Card reader model: Artema PIN model: Artema PIN |Denmark A/S 12.
Unattended Compact Unattended Device model:
Hardware version: P167-3xxx (Artema »Sll':\t‘ema 6667-3-230- Compact Nets PSAM TADAD (FHALY) z)s.s(i)’%tl.ool.aaa
Point Transaction Card Reader Manual) VeriFone 06PR (T- Hardware version: |Hardware Multi Drop Bus
Systems AB Software version for Security Inc I:Satlend IPERE-gs Systems g2l i P745-3005 version: M9 PR nane s gzﬂg;%&%zlar T G ET Py es ROLSToZEY GIRSICD (MDB) 2.0/3.0
Application: 2456-5-550-00PS 02.14 (T- Compact GEI GmbH) Software version of |Software Scandinavia) (Arlem.a Mod‘ular
Systems GEI GmbH) Security version for Scandinavia)
PCI PTS Approval Number(s): 4-20010 Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 854-NAPO (LAN) Application:
Software version:  7.10.09
Version 01.07
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* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION
E2EE Validation Status - UPT Components
The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form
Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information q fZEE Protocol information Case ID
eference
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Card reader model: Software PCIPTS model: Device model:
Form N Al | - 5 i i .
. WEIGES version: ) Manufacture |[EPP/SCR |Hardware |version of (el (s ppr.ova Hardware version: Harc_twalre HOST or HOSTSs used for » version e PCI SSC's PA-DSS Intended E.ZEE VeiliE Terminal to PNC CASE
Terminal vendor Software version for Security e —— EEE W Security Approval Version: e version: e Debit/Credit Reference #: e PIN support | Validation host ECR Protcol D
Application: . . . e Number(s): |[Expiry dates i P Application: : date: protocol
PCI PTS Approval Number(s): PP . see * above] |5, Iic;{ion' version for
PCI PTS Approval Version: ngware vérsion' Security
* |Application:
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc UPT Controller name: Nets
Card reader model: Artema PIN model: Artema PIN |Denmark A/S 12.
Unattended Compact Unattended Device model:
Hardware version: P167-3xxx (Artema (R 6667-3-230- Compact Nets PSAM CODES (FHAL) R LERGER
Point Transaction Card Reader Manual) Ve Eln’:m nd |P950-300x 06PR 4-20010 1x Hardware version: |Hardware Nets Denmark A/S Version 01.08 (ESSR) UPT Y 2014-01-15 |OTRS 1.0 Multi Drop Bus
Systems AB Software version for Security eriione Inc & e (T-Systems ) P745-3xxx version: M10 ets Denmal (Aerlzr';a Mﬁdular 13.07.00208.015 es . (MDB) 2.0/3.0
Application: 2456-5-550-00PS 02.14 R GEI GmbH) Software version of |Software Scandinavia) (Ar[en‘1a Mud’ular
(T-Systems GEI GmbH) P! Security version for Scandinavia)
PCI PTS Approval Number(s): 4-20010 Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 804-CGPO (GPRS) |Application:
Software version:  |8.00.06
Version 01.08
PNC-2014-030
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc UPT Controller name: Nets
Card reader model: Artema PIN model: Artema PIN |Denmark A/S 12
Unattended Compact Unattended Device model: y
Hardware version: P167-3xxx (Artema ATee 6667-3-230- Compact Nets PSAM AEDEH(PEAN) O OBl e
Point Transaction | Card Reader Manual) Verifone inc |Gnatiend [pos0-axcx [26PR 420010 [1x Hardware version: [ Hardware Nets Denmark A/S Version 01.08 FSA UPT Yes 2014-01-15 |oTRs 1.0 |Multl Drop Bus
Systems AB Software version for Security il (T-Systems . P745-3xxx version: M10 (Artema Mﬁdular 13.07.00208.015 . (MDB) 2.0/3.0
Application: 2456-5-550-00PS 02.14 GEI GmbH) Software version of |Software A . :
Compact N N Scandinavia) (Artema Modular
(T-Systems GEI GmbH) Security version for Scandinavia)
PCI PTS Approval Number(s): 4-20010 Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 804-CGPO (LAN) |Application:
Software version:  |8.00.06
Version 01.08
PNC-2014-032
Manufacturer name:
VeriFone Inc Manufacturer
Manufacturer name: Verifone Inc WP (Gt Gl (EIEE NES
: model: Artema PIN |Denmark A/S
Card reader model: Artema PIN Unattended BvED Mk 12-
Unattended Compact : 7.10.10 (PSAM) 02.00641.001.aaa
- Compact Nets PSAM
Point Transaction HEIGHEI VERE I PAG-S e A iEE Hardware version: |Hardware (R Multi Drop Bus
Systems AB Card Reader Manual) 1'3 P745.3016 1G] Nets Denmark A/S Version 01.07 UPT No 2013-05-28 |OTRS 1.0 (MDB) 2.0/3.0
Software version for Security SfrreweeEne | Bmes (Artema Modular 12-07.00643.001
Application: 2456-5-550-00PS 02.14 . " Scandinavia) (Artema Modular
) Security version for o
PCI PTS Approval Number(s): 4-20010 (e 4 A Scandinavia)
PCI PTS Approval Version: 1.3 (-GLAGEIEIE TEX15- (SRRl
F 854-CGPO (GPRS) |Application:
Software version:  7.10.09
Version 01.07
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R;ez.:‘ce Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Card reader model: Software PCI PTS model: Device model:
Hardware version: 5 PCIPTS Approval y .. |Hardware version for ., E2EE Terminal to .
Terminal vendor Software version for Security Ir’\ll::r:;a‘clure EE‘;SCR ‘I;I;rsdig‘a‘re ;Zrcsllfrir:yd Approval Version: HardwareV\;er:::‘n;)f version: ;(:SIO%U:P SIEE== o] Debit/Credit ;(e:fle?esri: :,A'DSS er:cit:::\dr:\e:nt PIN support | Validation host EC’II.RH 'Sz:&l PNCISASE
Application: . . . Application: Number(s): |[Expiry dates Security P Application: : date: protocol
PCI PTS Approval Number(s): PP . see * above] Application: version for
PCI PTS Approval Version: e vérsion‘ Security
* |Application:
Manufacturer name:
VeriFone Inc Manufacturer
Ve UPT Controller name: Nets
Manufacturer name: Verifone Inc model: Artema PIN |Denmark A/S
Card reader model: Artema PIN Unatlénded BN Ik 12-
Unattended Compact Compact Nets PSAM : 7.10.10 (PSAM) 02.00641.001.aaa
Point Transaction HENGHEI VERE Bl PR -E s A iEmE HavdEVare version: |Hardware (ER)) Multi Drop Bus
Systems AB Card Reader Manual) 13 P745.3005 0] Nets Denmark A/S Version 01.07 UPT No 2013-05-28 |OTRS 1.0 (MDB) 2.0/3.0
Software version for Security SfrAewEEsn e | Bnae (Artema Modular 12-07.00643.001
Application: 2456-5-550-00PS 02.14 Securit hetm (e Scandinavia) (Artema Modular
PCI PTS Approval Number(s): 4-20010 ity . - Scandinavia)
y Application: 7445-4- | Security
PCI PTS Approval Version: 1.3 854-NAPO (LAN) Application:
Software version:  |7.10.09
Version 01.07
Manufacturer name: Verifone Inc Swedbank Card Services
Card reader model: H2210 Ez:ggiaggeo AB
s a Hardware version: F8212xxx EVRY Card Services AB 5 12-08.00208.013
go's':;;?;;ac"un Software version for Security Verifone Inc |K1200 rz—iw#osooo g?o)' FROS2|) 50081 [1.x Nets Sweden AB Hgifing':gi) (iPOS payment  |UPT Yes 2012-12-17 |SPDH3.1  |IPOS 3.x
4 Application: FU 070 03X (Acertigo AG) (Acertigo Point Transaction pay! core)
PCI PTS Approval Number(s): 4-20081 AG) 9 Systems AB
PCI PTS Approval Version: 1.x
Manufacturer name: Verifone Inc
Card reader model: H2210 3
Hardware version: F8212xxx, F8213xxx S G SIS 11-08.00117.006
Point Transaction [ Software version for Security Verifone Inc [k1200  [HW#05000 | Raog040 420081 |1 EVRY Card Senvices Ag [F10201 (POS (iPOS payment  |UPT Yes 2011-11-10 [SPDH3.1  |IPOS 3.2
Systems AB Application: Cryptolib (part of EFTPOS 2 Nets Sweden AB payment core) core)
8.43) 4
PCI PTS Approval Number(s): 4-20081 PR NEREAR
PCI PTS Approval Version: 1.x
Manufacturer name:
VeriFone Inc Manufacturer
UPT Controller name: Nets
model: Artema PIN |Denmark A/S
Unattended Device model: 2
»:I;:\t‘ema 2456-5.550- Compact Nets PSAM 8.00.06 (PSAM) ?s.s(f’\[;l)ll.l)l)ldaa
Point Transaction . ) 00PS 02.14 Hardware version: |Hardware Multi Drop Bus
Systems AB N/A: SCR w/o EPP solution Verifone Inc |Unattend |P167-3xxx (T-Systems 4-20010 1.x P745-30¢ version: M10 Nets Denmark A/S Version 01.08 UPT No 2014-01-15 |OTRS 1.0 (MDB) 2.0/3.0
ed 5 ) (Artema Modular 13-07.00208.015 o
Compact CEIEnma) SHIERUIEENG |CHitEe Scandinavia) (Artema Modular
P! Security version for Scandinavia)
Application: 7445-4- | Security
854-NAPO (LAN) Application:
Software version:  |8.00.06
Version 01.08
PNC-2014-031
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3 - UPT Controller | 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information R;ez.:‘ce Protocol information Case ID
.|Manufacturer
Manufacturer name: 3:.?%‘:}:: ;Tlg?ame. name:
Ca:: reader model: Software :Cl PTS I model: Devg‘:; model: . |
Hardware version: 5 PCIPTS pproval y .. |Hardware version for 9 E2EE Terminal to .
Terminal vendor Software version for Security Ir’\ll::r:;a‘clure EE‘;SCR ‘I;I;rsdig‘a‘re ;Zrcsllfrir:yd Approval Version: HardwareV\;er:::‘n;)f version: ;2?){0%;}:? SIEE== o] Debit/Credit ;(e:fle?esri: :,A'DSS er:cit:::\dr:\e:nt PIN support | Validation host EC’II.RH 'Sz:&l PNCISASE
Application: . . . e Number(s): |[Expiry dates Security Application: : date: protocol
PCI PTS Approval Number(s): . see * above] Application: version for
PCI PTS Approval Version: e vérsion‘ Security
* |Application:
Manufacturer name:
VeriFone Inc Manufacturer
UPT Controller name: Nets
model: Artema PIN |Denmark A/S
Artema Unattended Device model:
PIN 2456-5-550- Compact _ Nets PSAM _
Nets Denmark A/S  |N/A: SCR w/o EPP solution Verifone Inc Uganend P167-3xxx ?19:?5?;11: 4-20010 1x ;i?:‘%\{v;;verslon. :‘;’sdi&a:rfﬂlo Nets Branch Finland 5.1.x (Viking) égj00424.007.iaa UPT No 2018-02-05 |OTRS 1.0 WSIB?EOE/?%S
Zompacl GEI GmbH) Software version of |Software
Security version for
Application: 7445-4- | Security
854-NAPO (LAN) |Application:
Software version:  |8.00.06
Version 01.08
PNC-2018-041
Manufacturer name:
VeriFone Inc Manufacturer
UPT Controller name: Nets
model: Artema PIN |Denmark A/S
Art Pratcnisd Devicelmodel 80006 (PSAM)  |02.00642.002.0
) P:Nema 2456-5-550- Compact Nets PSAM REB({ ) e aa
23'3’:;;?2;“"0" Verifone Inc |Unattend |P167-3xxx ?ﬁzis?(f;: 420010 [1x E?Lds‘f";;fx"ers“’”' \';';'Sdil‘;"na:';w Nets Denmark A/S Version 01.08 UPT No 2014-01-15 [OTRS 1.0 w‘gg’;”;gg‘g
Ed GEI GmbH) Software version of |Software (Anema Mpdular AT
Compact N N Scandinavia) (Artema Modular
Security version for Scandinavia)
Application: 7445-4- | Security
854-CGPO (GPRS) |Application:
Software version:  |8.00.06
Version 01.08
PNC-2014-029
Atos Worldline eI
Model: Xenteo 00.01.00
HW: 9066300xxx Rev_1, 9066300xxx (on.lim.e
Rev.C, 9066300xxx Rev.D, 9066300
Point Transaction  |Rev.E Atos 9066100xx | 2" PC! NS NI AD . 12-01.00482.005 Paypoint 1.13,
Systems AS Security Application: PCI 00.02.07R, Worldline 2D x1-REV.a g(():.lozmx, ArEiL i z‘"”¥ Transaction 5.02.01 (paypoint) (paypoint) Wiz Wes ARSI | Sl 2 Sofie 7.06
PCI 00.02.08R, PCI 00.02.10R, PCI ervices AB
00.02.08x,
00.02.12R pCI
PCI PTS #: 4-30011 00.02.10x
PCI PTS Version: 1.x -
Manufacturer name: Atos Worldline
Card reader model: Xenteo
_ _ Hardware version: 9066300xxx Rev_1, Nets Norway AS .
g(y)lsrt];;rsazssamon Zg(fi:\ius:rgx::r':ii\r/{(f:o'rgggfmgm RevD JM0s ine enteo 2990199 Ivp1 20,16 [4-30011 |1 Zoin; Transaction Paypoint5.0.10  |11-08.00482.001 [UPT Yes 2011-08-18 [SDI 2.7 P i
Application: MP1 20.16 EEES /A
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
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* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

Protocol information Case ID
Reference

Terminal vendor 1 - Card reader (CR) information 2 - EPP/SCR information 3-UPT Controller | 4-SAM-card | 5 - Decryption HOST | Debit/Credit Application information Product information

Manufacturer name: Verifone Inc
Card reader model: H2210

Hardware version: F8213xxx
Software version for Security Verifone Inc |K1200 050002 FR 043 020 |4-20081 1x
Application: FU 070x

PCI PTS Approval Number(s): 4-20081
PCI PTS Approval Version: 1.x

Samport Payment
Services AB

Samport Payment

B 2.0 (SP410) 11-07.00496.004 |UPT Yes 2010-11-05 [SPDH 2.7 IPOS 2.7
Services AB

Atos Worldline

Model: Xenteo

n b Atos Nets Norway AS

HW: 90663004x Rev_1, 9066300xxx Rev.C, ' :

e oy | s0ome Rew D, 5085300 hove [ Worldiine [ xenteo  [°29°100% 120,16 430011 |1 VerifFone Sweden AB  |5.08.09 14-08.00482.008  |UPT Yes 2015-08-13 |SDI 3.0
2 : SA

X1-REV.a
Security Application: 20.16 Sales Connector Host

PCI PTS #: 4-30011
PCI PTS Version: 1.x

Paypoint 1.16,

Sofie 7.06 PNC-2015-213

Atos Worldline

Model: Xenteo

n ) Atos Nets Norway AS

HW: 8066300x¢x Rev_1, 9066300xxx Rev.C, ' :

e Oy | s omec Rew D, 5086300 vt [Worldiine [ xenteo  [°2°100% 120,16 430011 |1 VerifFone Sweden AB  |5.10.04 14-08.00482.007 |UPT Yes 2015-08-13 |SDI 3.0
12 : SA

x1-REV.a
Security Application: 20.16 Sales Connector Host

PCI PTS #: 4-30011
PCI PTS Version: 1.x

Paypoint 1.16,

Sofie 7.06 PNC-2015-214
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