E2EE UPT Validation Status - 20201012.xIsx

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

Tt 1- Card reader (CR) information 2- EPPISCR information 3-UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

30470400-3.0.2;
PCI1501.01
(VeriFone UX
300/UX 301/
UX 400/UX
410)
VGD.005D.031
01.50001.1501
F.01XX001
(VGD 4.x
AFDIVGD 5. Spot-M7-
AFD)V 4-20315 5x PayEx Norway SPOTDTL?ZL?&UG‘N 18-11.00827.005 UPT (AFD) Yes 2019-12-20 FIE'S:'\:I:‘S? ;03 SEC_PROT-P PNC-2019-140
VGD.005D.031 O - vers 3.1
01.50002.1501
F.01XX001
(VGD 4.x
AFDIVGD 5.x

Manufacturer name: Gilbarco ltalia S.r.I.
Card reader model: UX300 VGD 4.x
Hardware version: UX300 M159-300-X-X0-X AFD-Spot
Software version for Security Application: Spot | Gilbarco ltalia M7 VGD 4.x AFD
M7 SDI PLUGIN 01.01.5430 sl VGD5x  [VGD 5.xAFD
PIN Pad Version: VGD4.x AFD, VGD 5.x AFD AFD-SPOT

PCI PTS Approval Number(: M7

PCI PTS Approval Version: 4.x

Gilbarco Italia S.r.I.

VGD.005D.031
01.50011.1501
F.0LXX001
(VGD 4.X
AFDIVGD 5.X

AED)
05 erease-
30470400-3.0.2-
PCI1501.01
(VeriFone UX
300/UX 301/
UX 400/UX
410)
VGD.005D.031
01.50001.1501
F.01XX001
(VGD 4.x
AFDVGD 5.x Spot-M7-
AFD)V 4-20315 5. Nets Norway SPOTDTLfZ:gUG‘N 18-11.00827.005  |UPT (AFD) Yes 2019-12-20 sDI39 SEC_PROT-P PNC-2020-020
VGD.005D.031 o vers 3.1
01.50002.1501
F.01XX001
(VGD 4.x
AFDVGD 5.x
AFD)
VGD.005D.031
01.50011.1501
F.01XX001
(VGD 4.X
AFDVGD 5.X

name: Gilbarco Italia S.r.l.
Card reader model: UX300 VGD 4.x
Hardware version: UX300 M159-300-X-X-X AFD-Spot
Software version for Security Application: Spot | Gilbarco ltalia |M7 VGD 4.x AFD
M7 SDI PLUGIN 01.01.5430 Sl VGD5x  [VGD 5.xAFD
PIN Pad Version: VGD4.x AFD, VGD 5.x AFD AFD-SPOT

PCI PTS Approval Number(s): 4-20297 M7

PCI PTS Approval Version: 4.x

Gilbarco Italia S.r.I.

AED)
OS_release-
30470400-3.0.2;
PCI1501.01
(VeriFone UX
300/UX 301/
UX 400/UX
410)
'VGD.005D.031
01.50001.1501
F.01XX001
(VGD 4.x
AFD/VGD 5.x Spot-M7-
AFD)V 4-20315 5.x Nets Norway spoT TgfggLUG‘N 18-11.00827.005 UPT (AFD) Yes 2020-01-22 SDI39 SEC_PROT-P PNC-2020-019
'VGD.005D.031 o vers 3.1
01.50002.1501
F.01XX001
(VGD 4.x
AFD/VGD 5.x
AFD)
'VGD.005D.031
01.50011.1501
F.01XX001
(VGD 4.X
AFD/VGD 5.X
AFD)

Manufacturer name: Gilbarco ltalia S.r.l.

Card reader model: M7 MOTORIZED READER
LPCI

Hardware version: A00 (GVR M7 MOTORIZED VGD 4.x
READER L PCl:4.X) AFD-Spot
Software version for Security Application: Spot | Gilbarco ltalia | M7 VGD 4.x AFD
M7 SDI PLUGIN 01.01.5430 Sl VGD 5.x VGD 5.x AFD
'VGD.005D.03101.50001.1501F.01XX001, AFD-SPOT
VGD.005D.03101.50002.1501F.01XX001, M7
'VGD.005D.03101.50011.1501F.01XX001,
PCI PTS Approval Number(:
PCI PTS Approval Version: 4.x

Gilbarco Italia S.r.l.
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
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E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

Tt 1- Card reader (CR) information 2- EPPISCR information 3-UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

05 _release-
30470400-3.0.2:
PCI1501.01
(VeriFone UX
300/UX 301/
UX 4001UX
) 410)
Manufacturer name: Gilbarco ltaia S.r.. o 0050.031
Card reader model: M7 MOTORIZED READER -005D.
01500011501
Lpal F.01XX001
Hardware version: A00 (GVR M7 MOTORIZED VGD 4.x Vo
Sotre veroko o [P AFDIVGD 5.x SPOT M7 SDI PLUGIN IFSF POS SpotM7-
Software version for Security Application: Spot | Gilbarco ltalia |M7 VGD 4.x AFD - to
Gilbarco ltalia S.r.l e eiS o VeD5x VoD sxarD MDY laz031s 5x PayEx Norway Ay 18-11.00827.005  [UPT (AFD) Yes 200122 | e (070 | SECPROT PNC-2020-018
VGD.005D.03101.50001. 1501F 01XX001, AFD-SPOT pioss -
VGD.005D.03101.50002. 1501F 01XX001, M7 frsiovion
VGD.005D.03101 50011 1501F 01XX001, Vo
PCI PTS Approval Number(s): 4-20267 e e 5
PCI PTS Approval Version: 4. AD)
VGD.005D.031
01500111501
F.01XX001
(VGD 4.X
AFDIVGD 5.X
AFD)
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Txoooox  Firmware]
Version: 820514v02.xx, 820514v12.xx
Ingenico ot i (o o Aaraston: UPT, Only Card reader 2019-08-02 PNC-2019-059
820365v02.5¢
PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x
) ) ) — 820365102.5¢
Ingenico Ingenico iUP2soLE [DP2% - |820073v02.0¢ |4-30251 4.x UPT, only EPP Yes 2019-08-02 PNC-2019-060
820528v02.x
Manufacturer name: Ingenico
Model iUC285
jon: i 820365102.5¢
" Hardware version: iUC28x-01Tx00x " o iuC28x- i
Ingenico B 2o ot Ingenico e e 4x UPT without PIN No 2020-10-01 PNC-2020-096
PCI PTS Approval Number(s): 4-30161 g
PCI PTS Approval Version: 4.x
name: Ingenico
Card reader model: iURL50B
Hardware version: iURL5x-01Tx000¢
odul-System Sweden [ Software version for Security Application: i 1Up2s0 P2 520365 vo2.0¢ [4-30075 3x ABSCIDO SESTDT2V127x¢  |16:08.01062.00Laaa |UPT Yes 20170627 [7o°H™E  lakisps 106 PNC-2017-097
V02.xx !
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Tx0000x
Software version for Security Application: 820365 430075 4.x
V02.0x
PCI PTS Approval Number(s): 4-30083
Modul-System Sweden |PCI PTS Approval Version: 3.x Ingenico 1UP250 1UP2X | 650365 v02.0x ABSCIDO SESTDT2vL.27xx | 16-08.01062.001.aaa |UPT Yes 2017-06-27 | SPPHTME | oy Bps 1.06 PNC-2017-096
AB Manufacturer name: Ingenico 010000 1.0
Card reader model: iUR250, iUR250P
Hardware version: iUR2x0¢01Tx0000x
Software version for Security Application: 820365 430083 3x
V02.0x
PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x
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Manufacturer name: Ingenico
Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01Tx00cx
Software version for Security Application: 820365| 4-30075 ax
V02,0
PCI PTS Approval Number(s): 4-30250

X 1UP2xx- SPDH TME

Modul-System Sweden |PCI PTS Approval Version: 4. Ingenico iUP250 820365 V02, ABSCIDO SESTDT2v1.28xx | 16-08.01062.00Lbaa [UPT Yes 2018-09-26 GKI BPS 1.06 PNC-2018-149
AB Manufacturer name: Ingenico 01T0000¢ 1.0

1 IUR2x¢-01T0000¢
Software version for Security Application: 820365| 4-30083 3x
V02.xx

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

Manufacturer name: Ingenico

Hardware version: iUR2xx-01T 000 Ui SPDH TME
Software version for Security Application: 820514 Ingenico iu1120 OLT0000¢ 820365 V02.xx |4-30157 4.x ABSCIDO SESTDT2v1.28.xx 16-08.01062.00Lbaa  |UPT No 20180926 |7 GKI BPS 1.06 PNC-2017-150
V02.xx :

PCI PTS Approval Number(s): 4-30250
PCI PTS Approval Version: 4.x

Modul-System Sweden
AB

Manufacturer name: Ingenico
Card reader model: iUR255
Hardware version: iUR2xx-01T00xx Ul SPDH TME
Software version for Security Application: 820365/ Ingenico iul120 01000 820365 V02.xx |4-30157 4.x ABSCIDO SESTDT2 v1.29.xx 16-08.01062.001.caa UPT No 2019-03-13 1
V02.xx
PCI PTS Approval Number(s): 4-30157
PCI PTS Approval Version: 4.x

name: Ingenico
Card reader model: iUR1508
Hardware version: {UR15x-01T0000x
;"gd”"sys'e’" Sweden | fware version for Security Application: 820365| Ingenico U120 '(;"1'%"" 820365 V02.xx |4-30157 4x ABSCIDO SESTDT2 v1.29.x¢ 16-08.01062.001.caa  |UPT No 2019-03-13 f';DH TME
V02.xx 000¢ :
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.

Xl;dul-syslem Sweden GKI BPS 1.06 PNC-2019-017

GKI BPS 1.06 PNC-2019-016

Manufacturer name: Ingenico

Card reader model: iUR250, ilUR250P
Hardware version: iUR2xx-01Txoox UP2oc SPDH TME
Software version for Security Application: 820365 Ingenico 1UP250 | ) 820365 V02.xx |4-30075 3x ABSCIDO SESTDT2v1.29.xx 16-08.01062.001.caa  |UPT Yes 20190313 [

V02.xx :

PCI PTS Approval Numbers: 4-30250, 4-30083
PCI PTS Approval Version:

Xlgdul-syslem Sweden GKI BPS 1.06 PNC-2019-018

Manufacturer name: Ingenico
Card reader model: iUC1508
Hardware version: iUC15x-01Tx000
z”gd”"sys'e’“ Sweden | s oftware version for Security Application: 820365| Ingenico 1UP250 L‘i’.’rz’“ 820365 V02.xx [4-30075 3x ABSCIDO SESTDT2 v1.29.xx 16-08.01062.001.caa  [UPT Yes 2019-03-14 f';DH TME

V02,5 000 !
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

GKI BPS 1.06 PNC-2019-020

Manufacturer name: Ingenico
Card reader model: iUC1508
Hardware version: iUC15x-01Tx000 .
z”gd”"sys'em Sweden | oftware version for Security Application: 820365 Ingenico iUI120 'é’l'%:)"wx 820365 V02.xx [4-30157 ax ABSCIDO SESTDT2 v1.30.5¢ 16-08.01062.00L.daa  [UPT No 2019-08-19 f';DH TME
V02,0 !

PCI PTS Approval Number(s): 4-30172

PCI PTS Approval Version: 4.x
Manufacturer name: Ingenico
Card reader model: iUR250, iUR250P
Hardware version: iUR2xx-01Tx00cx
Software version for Security Application: 820365| P20 SPDH TME
V02,0 Ingenico iUP250 |70 820865 Vozox [4-30075 3x ABSCIDO SESTDT2 v1.30.5¢ 16-08.01062.00L.daa  [UPT No 2019-08-19 [}

PCI PTS Approval Number(s): 4-30250 !

PCI PTS Approval Version: 4.
PCI PTS Approval Number(s): 4-30083  PCI
PTS Approval Version(s): 3.x

GKI BPS 1.06 PNC-2019-062

zﬂgdU|'SySlem Sweden GKI BPS 1.06 PNC-2019-066
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T 1- Card reader (CR) information 2- EPPISCR information 3- UPT Controller 4 SAM-card 5- Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

Manufacturer name: Ingenico
Card reader model: iUR255
Hardware version: iUR2xx-01T000cx Ulboc
Software version for Security Application: 820365 Ingenico iul120 T |B20365 Vo2 [4-30157 ax ABSCIDO SESTDT2 v1.30.x¢ 16-08.01062.001.daa  |UPT No 2019-08-19
V02,0

PCI PTS Approval Number(s): 4-30157

PCI PTS Approval Version: 4.x
Manufacturer name: Ingenico

mgdul-System Sweden GKI BPS 1.06 PNC-2019-085

SPDH TME
1.0

: IUCL5x01T0000¢ iUP2xx- SPDH TME
Software version for Security Application: 820365/ Ingenico iUP250 01000 820365 V02.xx |4-30075 3x ABSCIDO SESTDT2 v1.30.xx 16-08.01062.001.daa UPT No 2019-08-19 10 GKI BPS 1.06 PNC-2019-063
V02.xx B
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

name: Ingenico
Card reader model: iUC1508
Hardware version: iUC15x-01Tx0000¢
rgd”"sys‘em Sweden | s oftware version for Security Application: 820365 Ingenico iUP250LE ﬁ?ri:o« 820365 V02.xx |4-30251 4x ABSCIDO SESTDT2 v1.30.xx 16-08.01062.001.daa  [UPT No 2019-08-19 f';DH TME
V02 )
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x
Manufacturer name: Ingenico
Card reader model: iUR250, ilUR250P
Hardware version: iUR2xx-01Tx00x
Software version for Security Application: 820365| - SPDH TME
V02 Ingenico iUP2S0LE |y o0c 820365 V02 xx [4-30251 4x ABSCIDO SESTDT2 v1.30.xx 16-08.01062.001.daa  [UPT No 2019-08-19 |7
PCI PTS Approval Number(s): 4-30250 )
PCI PTS Approval Version: 4.x
PCI PTS Approval Number(s): 4-30083  PCI
PTS Approval Version(s): 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01T 00 UCIxx-
Nets Denmark A/S Software version for Security Application: 820365 Ingenico iucigob |17 % 820365 V0219 [4-30100 3x Nets Branch Finland 5.1.x (Viking) 15.08.00424.007.8a  |UPT Yes 2018-02-05
V02.19
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01Tx00x
Software version for Security Application: 820365]
V02.19
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x Ingenico 1UP2xx 1UP2xc- 820365 V02.19 |4-30075 3x Nets Branch Finland 5.1.x (Viking) 15-08.00424.007.iaa  |UPT Yes 2018.02-05 | BBS Apaxd0
Manufacturer name: Ingenico 01000 8.21
Contactless ard reader model: iUC15x
Hardware version: iUC15x-0150000¢
Software version for Security Application: 820365]
V02.19
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Modul-System Sweden
AB

GKI BPS 1.06 PNC-2019-065

zﬂgdul-sysﬁem Sweden GKI BPS 1.06 PNC-2019-084

5o P40 leaxi1s PNC-2018-040

Nets Denmark A/S BAXI 1.5 PNC-2018-041

Contact: Hardware #: iUR2xx-01T 0000, IUR2xx-
11Txo00x , Firmware #: SRED: 820514V01.xx,
820514V11.xx, 4-30083

Nets Denmark A/S Ingenico iucigon | 1UCL 820365 V02.19 |4-30100 3x Nets Branch Norway Viking 6.1.x 18-11.01222.002 uPT Yes 2019-09-30 ggf Apaxd0

11Tx0000¢ BAXI 1.5 PNC-2019-099

Contact reader:  Hardware #: IJUR2xx-01Tx000
standard Ingenico product, IUR2Xx-11Tx00x,
Firmware #: 820514v02.xx, 820514v12.xx, Applic|
#: 820365v02.xx, 4-30250
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Contact: Hardware #: ilUR2xx-01Tx000x, IUR2x¢- UP2xx-
11000 , Firmware #: SRED: 820514V01.xx, iUP250 01T20000¢ 4-30075 3x

820514V11.xx, 4-30083

Contactless: Hardware #: iUC15x-01T>0000x,
Firmware #: 820168 v01.xx, Applic #: 820365
V02.xx, 4-30172

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway Viking 6.1.x 18-11.01222.002 UPT Yes 2019-09-30

gngnaX“O BAXI 15 [1 PNC-2019-100

Contact reader: Hardware #: IUR2xx-01T X000
standard Ingenico product, IUR2xx-11Txxxxx, iup2soLE  |1UP2X 430251 4x
Firmware #: 820514v02.xx, 820514v12.xx, Applic 11Tx000x
#: 820365v02.xx, 4-30250,

Contactless reader: Hardware #: iUC15x-
01Txo00x, Firmware #: 820168 VOL.xx, Applic #:
820365 v02.xx, 4-30172

Contact: Hardware #: iUR2x¢-01T000x, IUR2xx-
11Tx000x , Firmware #: SRED: 820514V0Lxx,
820514V11.xx, 4-30083 iupso | 1UP2e 430075 3x
Contactless: Hardware #; iUC15x-01T50000%, 01T0000¢
Firmware #: 820168 vOL.xx, Applic #: 820365
v02.xx, 4-30172

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway Viking 6.2.x 1811.01222.002.a8a  |UPT Yes 2019-12-02
Contact reader:  Hardware f: IUR2x-01Tx000¢
standard Ingenico product, IUR2xx-11T000%,

Firmware #: 820514v02.%, 820514v12.%, Applic ; iUP2xx- 3
#: 820365v02.x, 4-30250, IUP250LE 11 o000 80251 4
Contactless reader: Hardware #: iUC15x-
01To00cx, Firmuware #: 820168 VOL.xx, Applic #:
820365 v02.xx, 4-30172

BBS Apax40

8.21 BAXI 1.5 PNC-2019-139

Contact iUR250: Hardware #: iUR2xx-01Tx00x,
IUR2xx-11Tx000¢ , Firmware #: SRED:
820514V01.xx, 820514V11.xx, 4-30083
Contactless iUC180b: Hardware #: iUC1xx-
11Txo0x, Applic #: 820365 v02.xx, 4-30100

Nets Denmark A/S Ingenico iucigop  [UEDX 820365 V02.19 |4-30100 3x Nets Branch Norway Viking 6.2.x 18-11.01222.002.888  |UPT No 2019-12-02 ng Apaxd0

Contact reader iUR250;  Hardware #: IUR2xx- o000
01To000x standard Ingenico product, IUR2xx-
11Tx0000x, Firmware #: 820514v02.x%,
820514v12.xx, Applic #: 820365v02.x%, 4-30250
Contactless iUC180b: Hardware #: iUCLxx-
11Tx000x, Applic #: 820365 v02.xx, 4-30100

BAXI 15 [ PNC-2019-138

Contact: Hardware # iUR2x01Tx0000x, software iupaso  |1UP2x¢ 4-30075 3x

820365 /02.19, 4-30083 01T000x
Contactless: Hardware #: iUC15x-01T50000%,
Software: 820365 v02.19, 4-30172

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway Viking 6.4.x 18-11.01222.002.baa  |UPT Yes 2020-03-02

BBS Apax40

8.21 BAXI 1.5 PNC-2020-027

; UP2xc-
Contact: Hardware #: lUR2x0-01Tx0000%, Software TUPZSOLE 11 Tk 430251 4
820365 \/02.19, 4-30250

Contactless: Hardware #: iUC15x-01T50000%,
Software: 820365 v02.19, 4-30172

Contact iUR250: Hardware #: iIUR2xx-01Tx0xx,
Software: 820365 V02.19 4-30083

Contactless iUC180b: Hardware #: iUC1xx-
11Tx000x, Applic #: 820365 v02.xx, 4-30100

Note Nanmark A/Q Inaanicn iieaaon UG fomee vno 1a la2mnn £ Note Rranch Nonway \ikine & 4 v 1811 01922 00 haa NPT N soon.nany  1BBS Apaxd0

RAXI1 & L pneononnos
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Contact iUR250: Hardware #: iUR2xx-01Tx000x,
Software: 820365 V02.19 4-30250

Contactless iUC180b: Hardware #: iUCLxx-
11Tx000xx, Applic #: 820365 v02.xx, 4-30100

Contact: Hardware #: iUR2x01Tx0000, software iupso | 1UP2 4-30075 3x

820365 V02.19, 4-30083 01T0000¢
Contactless: Hardware #: iUC15x-01T 000,

Software: 820365 v02.19, 4-30172
Nets Denmark A/S < Ing 5 V02.19 Nets Branch Norway Viking 6.5.x 18-11.01222.002.caa  |UPT Yes 2020-06-04

gBSAnaX“O BAXI 15 H PNC-2020-061

.21

Contact: Hardware #: iUR2xx-01T000x, software| iup2soLE | 'UP2 430251 4.x

820365 V02.19, 4-30250 o0
Contactless: Hardware #: iUC15x-01Tx000,
Software: 820365 v02.19, 4-30172

Contact iUR250: Hardware #: iUR2xx-01Tx00x,
Software: 820365 V02.19 4-30083

Contactless iUC180b: Hardware #: iUCTxx-
11Tx000x, Applic #: 820365 v02.xx, 4-30100

UCLx- SBSAPSX“O BAXI 15 H PNC-2020-060

Nets Denmark A/S Ing iucigon |} 820365 V/02.19 [4-30100 3x Nets Branch Norway Viking 6.5.x 18-11.01222.002.caa  [UPT No 20200604 |77
Contact iUR250: Hardware #: iUR2xx-01TX00x,
Software: 820365 V02.19 4-30250

Contactless iUC180b: Hardware #: iUCTxx-
11Tx000x, Applic #: 820365 v02.xx, 4-30100

name: Ingenico
Card reader model: iUR250
Hardware version: iUR2x01Tx0000x
Nets Oy Software version for Security Application: 820365 Ingenico
V02,12
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01T00xx
Nets Oy Software version for Security Application: 820365 Ingenico wp2so  |1UP2e 820365 V02.12 |4-30075 3x Nets Norway AS 3.9 (Viking) 12:08.00424.006.caa | o Yes 2013-10-10 |BBS APax40
V0212 0100 (Viking) 8.21
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

name: Ingenico
Card reader model: iUR250
Hardware version: iUR2x0¢01Tx0006x
Nets Oy Software version for Security Application: 820365 Ingenico
V02.16 (key schemes)
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Tx0000x
Nets Oy Software version for Security Application: 820365 Ingenico 1UC1808
V02.16 (key schemes)
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2x0¢01Tx0000x
Nets Oy Software version for Security Application: 820365 Ingenico
V02,16
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

1UP250 L‘i’.’rz’“ 820365 V02.12 |4-30075 3x Nets Norway AS 3.8 (Viking) 12-06.00424.00608a oy Yes 2013-08-29 523 Apaxd0

(Viking) BAXI 1.5

BAXI 15 PNC-2013-057

1UP250 :]Li'.’rzx"' 820365 V02.16 |4-30075 3x Nets Norway AS 4.1 (Viking) 12-08.00424.006.ea8 )y Yes 2014-05-06 ggf Apaxd0

(Viking) BAXI 1.5 PNC-2014-154

1UCTxx- 820365 V02.16 ” 12-08.00424.006.faa BBS Apaxd0
prts (key schemes) |+-30100 3x Nets Norway AS 4.2 (Viking) uPT No 2014-11-18

(Viking) 8.21 BAXI 1.5 PNC-2014-420

1UP250 gi'.’rzx"' 820365 V02.16 |4-30075 3x Nets Norway AS 4.0 (Viking) 12-08.00424.006.d8a | oy Yes 2013-11-26 ggf Apaxd0

(Viking) BAXI 1.5 PNC-2013-147
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

T 1- Card reader (CR) information 2- EPPISCR information 3- UPT Controller 4 SAM-card 5- Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

Manufacturer name: Ingenico

Card reader model: iUR250
Hardware version: iUR2xx-01Tx000cx
Nets Oy Software version for Security Application: 820365 Ingenico 1UP250
V02.16

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico

1UP2xx- 820365 V02.16 12-08.00424.006.faa 555 AP0 lpayig s PNC-2014-421

our (key schemes) |+-39075 3x Nets Norway AS 4.2 (Viking) iking) uPT Yes 2014-11-18 [o57

1 IUR2x¢-01T0000¢
UCDo- 12-08.00424.006.eaa ng Apaxd0 paxi1s PNC-2014-155

Nets Oy Software version for Security Application: 820365|Ingenico ucieoe |35, 820365 02.16 |4-30100 3x Nets Norway AS 4.1 (viking) i UPT No 2014-05-06
V02.16 000 (Viking)
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

name: Ingenico
Card reader model: iUR250
Hardware version: {UR20x-01Tx0000x
Nets Oy Software version for Security Application: 820365|Ingenico lucisos | !UCLo 820365 V02.17 |4 30100 3x Nets Norway AS 4.3 (Viking) 12-06.00424.006.gaa
70217 oy cohetmis) 11Twoox | (key schemes) (Viking)
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico

UPT No 2015-02-12

gBS AP0 gaxi s PNC-2015-057

21

Nets Oy Software version for Security Application: 820365|Ingenico iucigon  |[7-0% 820365 V02,17 [4-30100 3x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.3aa  |UPT Yes 2015-09-16
V02.17
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01T000cx UCixe BBS Apaxd0
Nets Oy Software version for Security Application: 820365 Ingenico iUC180b |77 820865 V02,17 [4-30100 3x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa  [UPT Yes 2016-01-12 g7
V02.17 -
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.
Manufacturer name: Ingenico

1 IUR2x¢-01T0000¢
uCLo- ng Apaxd0 paxi1s PNC-2015-263

BAXI 1.5 PNC-2016-008

1 IUR2x¢-01T 0000
Nets Oy Software version for Security Application: 820365 Ingenico 1UP250
V02.17
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01T000cx UCixe BBS Apaxd0
Nets Oy Software version for Security Application: 820365 Ingenico iUC180b |77 820865 V02,17 [4-30100 3x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 uPT Yes 2015-06-24 g7
V02.17 -
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Tx00xx UCIxe BBS Apaxd0

8.21

1UP2xx- 820365 V02.17 12-08.00424.006.gaa

01Txooox |(key schemes) |+3007° 3x Nets Norway AS 4.3 (Viking) (Viking) upT Yes 2015-02-12

ng Apaxd0 gaxi1s PNC-2015-058

BAXI 1.5 PNC-2015-193

Nets Oy Software version for Security Application: 820365 Ingenico iuc180b 1T 820365 V02.19 |4-30100 3x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007.eaa  |UPT Yes 2016-07-07
V02.19
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Tx000 UCL BBS Apaxd0
Nets Oy Software version for Security Application: 820365| Ingenico iuC180b 1T 820365 V02.19 |4-30100 3x Nets Branch Norway 4.8.x (Viking) 15-08.00424.007.faa UPT Yes 2016-10-24 8.21 W
V02.19 :
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iUR250
Hardware version: iUR2xx-01Txx00 UCT BBS Apaxd0
8.21

BAXI 1.5 PNC-2016-207

BAXI 1.5 PNC-2016-238

Nets Oy Software version for Security Application: 820365| Ingenico iuC180b 1T 820365 V02.19 |4-30100 3.x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa  |UPT Yes 2017-01-26
V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

BAXI 1.5 PNC-2017-025
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

T 1- Card reader (CR) information 2- EPPISCR information 3- UPT Controller 4 SAM-card 5- Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

Nets Branch Norway 5.0 (Viking) 15-08.00424.007.haa  [UPT Yes 2017-07-04

BBS Apaxd0
8.21

N BAXI 1.5 PNC-2017-105
Manufacturer name: Ingenico

Card reader model: iUR250

Hardware version: iUR2xx-01T000cx UCixe

Nets Oy Software version for Security Application: 820365 Ingenico (VS LI e 820365 V02.19 [4-30100 3x

V02.19 000

PCI PTS Approval Number(s): 4-30083

PCI PTS Approval Version: 3.x BBS Apaxd0
8.

Finnish Branch 5.1.x (Viking) 15-08.00424.007.iaa  |UPT Yes 2018-02-05 BAXI 15 PNC-2018-040

name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01T000cx
Nets Oy Software version for Security Appl : [ el 820365 V02.12 [4-30075 3x Nets Norway AS 3.7 (Viking) 12.06.00424.006.888 | oy Yes 2013-05-21 [BBS A0
Vo212 01T 0000 (Viking) 8.21

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.
Manufacturer name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01Tx00xx UP2oce 8BS Apaxd0
Nets Oy Software version for Security Application: 820365| Ingenico 1UP2xx 01T 000X 820365 V02.17 |4-30075 3x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa  |UPT Yes 2015-09-16 [
V02.17 -
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x

name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01Tx000cx UP2oc BBS Apaxd0
Nets Oy Software version for Security Application: 820365 Ingenico P20 | 820865 02,17 [4-30075 3x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa  [UPT Yes 2016-01-12 g7 BAXI 15 PNC-2016-009
V02.17 -
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.
Manufacturer name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01Tx0ox UP2oc BBS Apaxd0
Nets Oy Software version for Security Application: 820365 Ingenico 1UP2xx 820365 V02.17 [4-30075 3x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 uPT Yes 2015-06-24
Vo217 01T50000¢ 8.21
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Card reader model: iURXx
Hardware version: iUR2xx-01Tx00cx
Software version for Security Application: 820365]
V02.19
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x Ingenico 1UP2xx 1UP2xc- 820365 V02.19 |4-30075 3x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007.eaa  |UPT Yes 2016.07-07 |BBS Apax40
Manufacturer name: Ingenico 010000 8.21
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01x0000¢
Software version for Security Application: 820365|
V02.19
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x
Manufacturer name: Ingenico
Card reader model: iURxx
Hardware version: iUR2xx-01Tx00cx
Software version for Security Application: 820365|
V02.19
PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x
Hardware version: iUC15x-01x000
Software version for Security Application: 820365|
V02.19
PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

BAXI 1.5

BAXI 15 PNC-2015-264

BAXI 15 PNC-2015-194

Nets Oy BAXI 1.5 PNC-2015-208

Ingenico [ e 820365 V02.19 |4-30075 3x Nets Branch Norway 4.8.x (Viking) 15-08.00424.007 faa  [UPT Yes 2016-10-24 ng Apaxao

Nets Oy our

BAXI 1.5 PNC-2016-239
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

T 1- Card reader (CR) information 2- EPPISCR information 3- UPT Controller 4 SAM-card 5- Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

Manufacturer name: Ingenico

Card reader model: iURxx

Hardware version: iUR2xx-01T000cx

Software version for Security Application: 820365|
V02.19

PCI PTS Approval Number(s): 4-30083
PCI PTS Approval Version: 3.x
Manufacturer name: Ingenico
Contactless ard reader model: iUC15x

Hardware version: iUC15x-01x0000¢

Software version for Security Application: 820365|
V02.19

PCI PTS Approval Number(s): 4-30172

PCI PTS Approval Version: 4.x

Nets Oy Ingenico 1UP2xx 01T 820365 V02.19 |4-30075 3.x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa  |UPT Yes 2017-01-26

1UP20x- D85 AP0 lgaxi1s PNC-2017-026

1UP2xx Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa 2017-07-04 PNC-2017-106
Manufacturer name: Ingenico

Card reader model; iURxx
Hardware version: {UR20x-01Tx0000x

Software version for Security Application: 820365]
V02,19

PCI PTS Approval Number(s): 4-30083

PCI PTS Approval Version: 3.x Ingenico 1UP2xc- 820365 V02.19 |4-30075 3x UPT Yes BBS Apaxd0
Manufacturer name: Ingenico 01Tx000¢ 821
Contactless ard reader model: {UC15x

Hardware version: iUC15x-01x0000x

Software version for Security Application: 820365]
V02,19

PCI PTS Approval Number(s): 4-30172
PCI PTS Approval Version: 4.x

Nets

BAXI 1.5

1UP250 Finnish Branch 5.1.x (Viking) 15-08.00424.007.iaa 2018-02-05 PNC-2018-041

PARKEON Globalcom  |BVI000R ~ |R01-01 GPA3.0 4-20265 3x S Pay’"e“'ssie""ces l’k—°"1""e security 14-06.00136.002 uPT No 2015.07-24 [PConine blc online

1002v100 002v100 002v100 PNC-2015-197

name: Atos Worldine
Card reader model: Xenteo ECO
point Transaction Hardware version: 906630000 Rev. Fx 906690000 Swedbank Card Services AB

Software version for Security Application: Atos Xenteo 23.04.16 4-30104 3x EVRY Card Services AB A05.02 11.08.00208.009.88a  [UPT Yes 2013-08-20 [SPDH 3.1 LPP 4.2 PNC-2013-036
Systems AB REV.AX
23.04.16 Paint Transaction Services AB
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
name: Atos
Card reader model: Xenteo Eco
Hardware version: 9066300xx Rev.Fx SCR: 9066300%00¢- Swedbank Card Services AB
Software version for Security Application: Atos Xenoa ECO |REV. Fx 23.04.16 4-30007 3x EVRY Card Services AB A05.02 11.08.00208.009.88a  [UPT No 2013-08-20 [SPDH 3.1 LPP4.2 PNC-2013-034
23.04.16 : Point Transaction Services AB
PCI PTS Approval Number(s):4-30097
PCI PTS Approval Version: 3.x
Manufacturer name:
Castles Technology Co. Ltd
Card reader model: UPT 1000

‘ Castles MARS1000- ] ]

Hardware version: MARSI000-HW-V1.01x000 | o oj00 co. [UPT1000  [HW- 002x-001%-002x| ; g5 ax Seita Technologies Oy EMV Suite 17-08.01038.002.82a  |UPT Yes 2018-0227 |M°I ECR Suite PNC-2018-045
Software version for Security Application: a VioLxo |0010026 121x v13.04 207
002x-001x-002x-001x-0026 oL
PCI PTS Approval Number(s): 4-80020
PCI PTS Approval Version: 4.x
name: Atos Worldine
Card reader model: Xenteo ECO
Hardware version: 9066300xxx Rev. Fx
Software version for Security Application: 02.03.20R
(SRED)
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x

Point Transaction
Systems AB

Seita Technologies Oy

Six Payments Services

Atos Worldiine [XENTEO ~ [9066900xcx ~ [SRED: Six Payments Services 1.00x SIXML SIXML
Luxembourg SA SA

£co Rev: Ax 0302000 |4-30104 3x Lurembourg SA (integra terminal) 14-08.00689.006 uPT Yes 20141022 57 00 PNC-2014-295
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

T 1- Card reader (CR) information 2- EPPISCR information 3- UPT Controller 4 SAM-card 5- Decryption HOST Debit/Credit Application information Productinformation Reference

Protocol information Case ID

Manufacturer name: Atos Worldline
Card reader model: Xenteo ECO
Six Payments Services Hardware version: 506630000 Rev. Fx Atos Worldiine |XENTEO SRED: Six Payments Services 10.1x SIXML SIXML
Luxembourg SA (S:':'E“Sm version for Security Application: 02.03-20R{ &, ECO Rev: Ax 0302200  |+30104 3x Luxembourg SA (Integra terminal) 14-08.00689.006.222  |UPT Yes 20151019 1500 V2.0.0 PNC-2015-321
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
- . SCR - No PIN N
Six Payments Services Atos Worldline [XENOA  [9066300xxx  |SRED: . . Six Payments Services 10.1x SIXML SIXML
Luxembourg SA SA ECO Rev. Fx 03.02.16D 4-30097 3x ::Z's"::‘ application s in Luxembourg SA (Integra terminal) 14-08.00689.006.aa  |UPT No 20150116 1500 v2.0.0 PNC-2015-012
Six Payments Services Atos Worldine [YONEO  [9073010xx | SRED: SCR - Contactless Six Payments Services 101x SIXML SIXML
Linemboura SA |sa Reader  |Rev.Ax  |0303.00p  |+30119 3x eyt A X ermingl) 14-08.00689.006.a38  |UPT No 20151112 |00 o PNC-2015-323
name: Atos Worldine SCR-EPP
Card reader model: Xenteo ECO Reader Payment application s in
Hardware version: S066300mncfev. P Atos Worldiine [XENTEO  [9066900xxx  [23.44.x the SCR VerifFone Inc
VeriFone Baltic SIA i:{;girxe version for Security Application: 23.44.xx, SA ECO Rev, Ax 24,430 4-30104 3.x Swedbank Card Senvices AB BKX A06.01.xx 16-08.00582.013 UPT Yes 2016-04-22 |SPDH 3.x LPP 4.2 PNC-2016-100
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
name: VeriFone SCR-EPP
Card reader model: UX300 Payment application is in
Hardware version: M159-30x-xxx-xxx the SCR
Contactless Card reader model: UX400 Swedbank Card Services AB [UX IPOS Payment Core
VeriFone Inc. Hardware version: M159-400-x00-x0x Verifone Inc |UX110 M159-11x300¢| e 4-20259 3x EVRY Card Services AB R02.01 16-01.00154.109 UPT Yes 2017-03-16 |SPDH 3.2 IPOS 3.x PNC-2017-043
Software version for Security Application: UXSA ox VeriFone Sweden AB Build: 30190200
0201 (non-SRED)
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x | (23
name: VeriFone SCR and Contactless
Card reader model: UX300 reader for UPT
Hardware version: M159-30x-xxx-xxx
Contactless Card reader model: UX400 Swedbank Card Services AB  |UX IPOS Payment Core
VeriFone Inc. Hardware version: M159-400-xxx-xxx Verifone Inc N/A N/A None 4-20261 3.x N/A EVRY Card Services AB R02.01 16-01.00154.109 UPT Yes 2017-03-16 |SPDH 3.2 IPOS 3.x PNC-2017-043
Software version for Security Application: UXSA VeriFone Sweden AB Build: 30190200
0201 (non-SRED)
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x
name: VeriFone SCR-EPP
Card reader model: UX300 payment application is in
Hardware version: M159-30x-xxx-xxx the SCR
Contactless Card reader model: UX400 Swe+K50:R50dbank Card
y 1on: M159-40%xc ; M159-11x-x00c- Services AB
VeriFone Inc. Hardware version: M159-40x-xxx-xxx Verifone Inc | UX110 None 4-20259 3x UX IPOS PC R03.01.xxx |17-11.00154.120 uPT Yes 2017-03-16 |SPDH 3.x IPOS 3.x PNC-2018-074
; fon: 000 EVRY Card Services AB
Software version for Security Application: VeriFons Swedon AB
UXSA1010
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x | (23
EPP
VeriFone Inc. Verifone Inc  [UX110 2‘);59'11"""“' None 4-20260 3x Payment applicationisin |N/A N/A N/A N/A uPT Yes 2017-03-16 [N/A N/A PNC-2017-043
the SCR
SCR 'Swe+K50:R50dbank Card
VeriFone Inc. Verifone Inc ~ [UX410 UB29-04-02- |y qp1010  |a-20207 3x Payment applicationisin {5 Services AB UX IPOS PC R03.01.x¢x |17-11.00154.120 UPT Yes 2018-03-28 [SPDH 3.x IPOS 3.x PNC-2018-075
00X6-AQ the SCR EVRY Card Services AB
VeriFone Sweden AB
Manufacturer name: Atos Worldline SRED: SCR-EPP
Card reader model: Xenteo ECO 03.02.16D, Payment application s in |CA SE EMV
Hardware version: 9066300xxx Rev. Fx 03.02.18D, the SCR POS - OpeN/2
Software version for Security Application (SRED): 23‘02'20'3* ICA Banken (8583-87) 1.7
03.02.16R, 03.02.20R i X0, - i
VeriFone Norway AS | et pTs Aporoval Number(s):4-30096 ‘g’gw"e ENTEO | 20569000cx o0, Non 220104 3x s morway paypoint 5.15.5 17-11.00482.015 uPT Yes 2018-01-05 ;D)' 32 (8583 Sl PNC-2018-007
PCI PTS Approval Version: 3.x 03.02 is (Sales Connector) Verifone Sales
0> 1a Connector 3.2
03.02.8, (8583-87)
03.02.20,
03.02.22 N/A
Manufacturer name: Atos Worldiine SCR-EPP
Card reader model: Xenteo ECO Payment application is in
Hardware version: 9066300xxx Rev. Fx i the SCR Nets Norway AS X
VeriFone Noway AS | Software version for Security Application: 02.03.20% | A0S Worldiine | XENTEO 1906690000 | SRED. 4-30104 3x VerifFone saeden AB 5.10.04 14-08.00482.007 UPT Yes 2015-09-28 |sDI3.0 Paypoint 1.16, PNC-2015-216
(SRED) SA ECO Rev. Ax 03.02.16D Sales Connector Host Sofie 7.06
PCI PTS Approval Number(s):4-30096
PCI PTS Approval Version: 3.x
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE UPT Validation Status - 20201012.xIsx

E2EE Validation Status - UPT Components

The POl vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

Terminal vendor

1- Card reader (CR) information

2 - EPP/SCR information

3- UPT Controller

4 - SAM-card

5- Decryption HOST

Debit/Credit Application information

Product information

E2EE
Reference

Protocol information

Case ID

) SRED: SCR - No PIN Nets Norway AS .
VeriFone Noway AS flos Worldine \XENOA | 9066300 108.02.160, | 4-30007 3x Payment application s in VerifFone Sweden AB 51004 14-08.00482.007 uPT No 20150813 [SDI3.0 Paypoint 1.16, PNC-2015-215
A ECO R 03.02.20D, the SCR s Sofie 7.06
03.02.20001
Contact Reader Manufacturer name: SCR - EPP
Atos Worldline Payment application is in
Card reader model: Xenteo ECO . the EPP
Hardware version: 9066300 Rev. Fx ﬁ;ggisn
Software version for Security Application (SRED): 0302180,
03.02.16R, 03.02.20R U3.02.20D:
oo Approval Number(5):4:3009 Worldiine XENTEO  [9066000%0cx | %% % Nets Norway Paypoint 1.33
il PCI PTS Approval Version: 3.x 3 - -
VeriFone Norway AS cOmame::mader; SAINV ECO Rev. Ax g/l;xE)g(»(X, Non|4-30104 3x Verifone Inc. 5.15.xx 17-11.00482.015.aaa UPT Yes 2018-06-04 |SDI 3.2 Sofie 7.08 PNC-2018-180
Manufacturer name: Atos Worldline 03.02.16, (Sales Connector)
Card reader model: Yoneo 03.02.18,
Hardware version: 9073010xxx Rev. Ax 03.02.20,
Software version for Security Application (SRED): 03.02.22
03.03.00RD, 03.03.00RDOL
PCI PTS Approval Number(s):4-30119
Manufacturer name: VeriFone SCR-EPP
Card reader model: UX300 payment application is in
Hardware version: M159-30x-xx:xxx 15011 the SCR Swedbank Card Senvices AB [ oo o <
VeriFone Sweden AB | Software version for Security Application: UXSA | verifone Inc ~ [UX110 X0 None 4-20259 3x EVRY Card Services AB ROL0% ayment Core |15 11 00995.001 upPT Yes 2015-04-30 [SPDH 3.2 IPOS 3.x PNC-2015-126
1010 (non-SRED) 0% VeriFone Sweden AB :
PCI PTS Approval Number(s):4-20259
PCI PTS Approval Version: 3.x N/A
Manufacturer name: XAC Automation Corp. SCR-EPP et o
Card reader model: P90 Payment application s in est Internation
Hardware version: SHRIXOXXXX64CX XAC _ the EPP Swedbank Card Services AB
West International AB | Software version for Security Application: Automation | xUPT-303 | TOKTXXEX39|SRED (CTLS): | 1,35 3x Payzone Nordic AB West Trx Engine 1.22.*.* |17-08.00778.005 upT Yes 20171109 [SPDH 3.1 EPAS 1.0 PNC-2018-x0¢
20000112 (SRED) o XXaX 20010651 EVRY Card Services AB
PCIPTS Approval Number(s):4-10136 mz ::]‘S‘:Cﬁ -
PCI PTS Approval Version: 3.x N/A
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E2EE UPT Validation Status - 20201012.xIsx

* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION
E2EE Validation Status - UPT Components
The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form
eEalTenr o 1- Card reader (CR) information 2 - EPPISCR information 3-UPT Controller 4— SAM-card 5- Decryption HOST Debit/Credit Application information Product information Ref‘::m Protocol information Case ID
Manufacturer name: PCIPTS Manufacturer name: .
v v Manufactrer |EPPISCR [Harware  |[vasknet  |[FOLPTS  [Aperovl Hordhreron Devco it HOST or HOSTS used for the [Software version for  |PCI SSC's PADSS E2EE] Terminal o |rermina to
[T e Software version for Security Application: name: model:  |version: Security e ez Software version of g:f’a”a’e version: oroduct Debit/Credit Application: |Reference #: (R EmEmEL || AN V’:gfe‘!“" r';fsc'ol ECR Protcol EEEED
PCI PTS Approval Number(s): pplication: [Expiry dates | gecyyrity Application: a are verst :". 7 g P
PCI PTS Approval Version: see * above]  [Software version: CaLay AT
Gilbarco Italia S.r.I Manufacturer name: Gilbarco ltalia S.r.. Gilbarco Italia|GVR SPOT 2.0 PIN Pad 420114 2. Manufacturer name: Nets Branch Norway SPOT Nordic West | 13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI2.8 SPOT Interface | | PNC-2016-013
Card reader model: SPOT M4 Sl M4 Keypad Version 01.06 Gilbarco Italia S.r.. Payment Application PA 0101
Hardware version: GVR HO-MR Unit UPT controller model: Protocol rel. 00
Software version for Security Application: SPOT M4
PIN Pad Version 01.06 Hardware version: SPOT
PCI PTS Approval Number(s): 4-20114 M412 Display
PCI PTS Approval Version: 2.x Software version for
Security Application:
05 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
Gilbarco Italia S.1.. name: Gilbarco Italia S.r.. Gilbarco Itaia|GVR SPOT [2.0 PIN Pad 420114 2x Manufacturer name: Nets Branch Norway SPOT Nordic West | 13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI28 SPOT Interface | | PNC-2016-014
Card reader model: SPOT M4 Sirl. M4 Keypad Version 01.06 Gilbarco ltalia S.r.. Payment Application PA 0101
Hardware version: GVR HO-MR Unit UPT controller model: Protocol rel. 00
Software version for Security Application: SPOT M4
PIN Pad Version 01.06 Hardware version: SPOT
PCI PTS Approval Number(s): 4-20114 M407 Display
PCI PTS Approval Version: 2.x Software version for
Security Application:
01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
Gilbarco Italia S.r.l. Manufacturer name: Gilbarco Italia S.r.l. Gilbarco Italia  |GVR SPOT (2.0 PIN Pad 4-20114 2. Manufacturer name: Nets Branch Norway SPOT Nordic West 13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI2.8 SPOT Interface PNC-2016-015
Card reader model: SPOT M4 Sl M4 Keypad Version 01.06 Gilbarco ltalia S.r.l. Payment Application PA 01.01
Hardware version: GVR NS-MR Unit UPT controller model: Protocol rel. 00
Software version for Security Application: SPOT M4
PIN Pad Version 01.06 Hardware version: SPOT
PCI PTS Approval Number(s): 4-20114 M412 Display
PCI PTS Approval Version: 2.x Software version for
Security Application
05 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
Gilbarco Italia S.11. name: Gilbarco Italia S.1.. Gilbarco Itaia_|GVR SPOT [2.0 PIN Pad 420114 2x Manufacturer name: Nets Branch Norway SPOT Nordic West | 13-11.00827.002 UPT (AFD) Yes 2015-11-16 |SDI28 SPOT Interface | | PNC-2016-016
Card reader model: SPOT M4 Sirl. M4 Keypad Version 01.06 Gilbarco Italia S.r.. Payment Application PA 0101
Hardware version: GVR NS-MR Unit UPT controller model: Protocol rel. 00
Software version for Security Application: SPOT M4
PIN Pad Version 01.06 Hardware version: SPOT
PCI PTS Approval Number(s): 4-20114 M407 Display
PCI PTS Approval Version: 2.x Software version for
Security Application:
05 01.03
PCI PTS Approval
Number(s): 4-20114
PCI PTS Approval
Version: 2.x
Manufacturer name: Cryptera A/S Manufacturer name: mz'"s”éag::;k":/mse
Card reader model: INT5210-4210 (part of 1315 various e 1202.00641.001.a2a
4250) i CES LR e i E30T 7.10.10 (PSAM) (PSAM)
Nets Denmark Merchant | Hardware version: INT5210-42:0R1x INT1315-  |x0d315-425y or Cryptera ;
Solutions A/S Software version for Security Application: 414- | CYPERAS 4550 Riz o Ne'i S AR e Hardware version: n.a. u;mware VEERIE | ES BETmET A 1.0.0 (INT5210- 12.07.00284.003 s Ves ALY | [N LD A2
0504 (Foregenix Ltd) EOLI ) Software version of o 4210/SLMICDP) (INT5210-4210/Nets
PCI PTS Approval Number(s): 4-20008 Security Applcation naa (2 HEE® EO0 8 SLMICDP)
PCI PTS Approval Version: 1.x Software version: na. |55
Manutacturer name: Cryptera A/S Manufacturer name: x:"‘s”éa:;‘;:;k":ge'
Card reader model: INT5210-4210 (part of 2100- various ) 12-02.00641.001.a3a
4213) e TS UPT Controller modet: [ oAt 7.10.10 (PSAM) (PSAM)
Nets Denmark Merchant | Hardware version: INT5210-42:0R1x INT2100-  {x002100- PC or Cryptera UCM
Solutions A/S Software version for Security Application: 414- | CPYPERRAIS  [4575 221%R1x g B §a200 i Hardware version: n.a. :'na'dwa'e CEEET | [N PEnE S 1.0.0 (INT5210- 12-07.00284.003 U e AL | QRS LD VREAZA
0504 (Foregenix Ltd) G A18) Software version of — 4210/SLMICDP) (INT5210-4210/Nets
PCI PTS Approval Number(s): 4-20007 Security Application: n.a (S0 S SR SLMICDP)
PCI PTS Approval Version: 1.x Software version: n.a. |55
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E2EE UPT Validation Status - 20201012.xIsx

* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

E2EE

Protocol information Case ID
Reference

Terminal vendor 1- Card reader (CR) information 2- EPP/SCR information 3- UPT Controller 4 - SAM-card 5 - Decryption HOST Debit/Credit Application information Product information

Manufacturer name: PCIPTS Manufacturer name:

Card reader model: Software aEe e UPT Controller model:

Hardware version: Manufacturer |EPP/SCR  [Hardware  [version of oors Hardware version:
name: model: Anprovel crsion:

Manufacturer name:

Device model: ) E£26E Terminal to
_ |HoST or HOSTs used for the |Software version for  |PCI SSC's PA-DSS ) 2EE

Software version for Security Application: version: Security R Software version of | HARATEVeTSON | 51o00 Debit/Credit Application: |Reference #: ETEACTEmET | FINSUEEE || SEEEE L

PCI PTS Approval Number(s): pplication: [Expiry dates | secyyrity Application: ¢ P

PCI PTS Approval Version: see *above] | Software version: Security Application:

Terminal to

Terminal vendor ECR Protcol

PNC CASE ID

name:
name: Cryptera A/S name: [ e s
Card reader model: INT5210-4210 (part of 2100- various R 12-02.00641.001.aaa
4210) UPT Controller modet: DA 7.10.10 (PSAM) (PSAM)

Nets Denmark Merchant | Hardware version: INT5210-42:0R1x PC or Cryptera UCM :
Solutions A/S Software version for Security Application: 414- Hardware version: n.a. ug""”a'e VEEIEIE | N B S 1.0.0 (INT5210- 12-07.00284.003 G R0 ANIEY | QRS LD VAR
0504 (Foregenix Lid) Software version of — 4210/SLMICDP) (INT5210-4210/Nets
PCI PTS Approval Number(s): 4-20007 Security Application: n.a (3078 SR SLMICDP)

PCI PTS Approval Version: 1.x Software version: n.a. | 5557

name: Ingenico
Card reader model: 9500
Hardware version: i9500 R301 SSA 02AF BBS Apaxd0
Nets Norway AS Software version for Security Application: MSA | ingenico 19500 19500 K301 . 4-30035 1x Nets Norway AS 7.7 (Viking) 12-08.00424.004 UPT Yes 2013-03-12
(TrustWave) 08.21

05.A9 (T-Systems)
PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.
Manufacturer name: Ingenico
Card reader model: 9500
Hardware version: i9500 R301 12-08.00424.004.a08
Nets Norway AS Software version for Security Application: MSA  |Ingenico 19500 19500 K301 SSA 04.3x 4-30035 1x Nets Norway AS 7.8 (Viking) (V\kiné) - UPT Yes 2013-05-06
05.A9
PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.x

name: Ingenico
Card reader model: 9500
Hardware version: i9500R301
Nets Norway AS Software version for Security Application: MSA | ingenico 19500 i9500K301  |SSA043x  [4-30035 13 Nets Norway AS V7.0 11-08.00424.001 UPT Yes 2010-07-08

05.19

BAXI 1.5

BS Apaxd0

Bl
0821 BAXI 1.5

BBS Apax40

08.21 BAXI 1.5

PCI PTS Approval Number(s): 4-30035
PCI PTS Approval Version: 1.3
Manufacturer name: Atos
Card reader model: Xenteo
Hardware version: 9066300xx Rev_1, 9066300xx 9066100x0¢- Swedbank Card Services AB
Rev.c Atos Xenteo B 19.36.14 4-30011 1x EVRY Card Services AB A04.26 UPT Yes 2010-06-30 [SPDH 3.1 LPP 3.1
Software version for Security Application: N/A : Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x No PA-DSS
name: Atos
Card reader model: Xenteo
R . version: Rev_1, TR Swedbank Card Services AB
Yy Rev.e Atos Xenteo Eeva 00.14.32 4-30011 1x EVRY Card Services AB A04.26 UPT Yes 20101213 |SPDH 3.1 LPP3.1
Software version for Security Application: N/A Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x No PA-DSS
Manufacturer name: Atos
Card reader model: Xenteo
Hardware version: 9066300xxx Rev_1, 90661000~ Swedbank Card Services AB
19066300x0x Rev.C, 9066300 Rev.D Atos Xenteo B 00.14.32 4-30011 1x EVRY Card Services AB A04.27 11-08.00208.005 UPT Yes 2011-07-14 |SPDH 3.1 LPP 3.12
Software version for Security Application: N/A Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
Card reader model: Xenteo
Hardware version: 9066300xx Rev_1, TR Swedbank Card Services AB
19066300x0x Rev.C, 9066300xx Rev.D Atos Xenteo 19.36.14 4-30011 1x EVRY Card Services AB A04.27 11-08.00208.005 uPT Yes 2011-07-14 |SPDH 3.1 LPP 312
- § REV.a
Software version for Security Application: N/A Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
Card reader model: Xenteo
Hardware version: 9066300xxx Rev_1, iR Swedbank Card Services AB
19066300xxx Rev.C, 9066300 Rev.D Atos Xenteo B 00.14.32 4-30011 1x EVRY Card Services AB A05.01 11-08.00208.009 uPT Yes 2011-07-14 |SPDH 3.1 LPP 312
Software version for Security Application: N/A Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Atos
Card reader model: Xenteo
Hardware version: 9066300xc Rev_1, T Swedbank Card Services AB
190663000 Rev.C, 9066300x Rev.D Atos Xenteo Eava 19.36.14 4-30011 1x EVRY Card Services AB A05.01 11-08.00208.009 UPT Yes 2011-07-14 |SPDH 3.1 LPP 312
Software version for Security Application: N/A : Point Transaction Services AB
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x

Point Transaction
Systems AB.

Point Transaction
Systems AB

Point Transaction
Systems AB

z

Point Transaction
Systems AB

Point Transaction
Systems AB

z
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E2EE UPT Validation Status - 20201012.xIsx

* INFO BOX
SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION
E2EE Validation Status - UPT Components
The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form
eEalTenr o 1- Card reader (CR) information 2 - EPPISCR information 3-UPT Controller 4- SAM-card 5- Decryption HOST Debit/Credit Application information Product information . f‘z“ Protocol information Case ID
eference
Manufacturer name: PCIPTS Manufacturer name: .
v v Manufactrer |EPPISCR [Harware  |[vasknet  |[FOLPTS  [Aperovl Hordhreron Devco it HOST or HOSTS used for the [Software version for  |PCI SSC's PADSS E2EE] Terminal o |rermina to
" e version: lanufacturer e version L e version: L or s used for e version 's PA| . s ‘ermin:
[T e Software version for Security Application: name: model:  |version: Security e ez Software version of g;’z]”x&f&""m product Debit/Credit Application: |Reference #: (R EmEmEL || AN V’:gfe‘!“" r';fsc'ol ECR Protcol EEEED
PCI PTS Approval Number(s): pplication: [Expiry dates  {secyriyy Appication: | S50 rity Application : 2
PCI PTS Approval Version: see *above]  |Software version: el 1
Manufacturer name: Atos
CR model: Xenteo
HW version: 9066300%02 Rev_1,
L Swedbank Card Services AB
Z;ﬁ;‘:’i;‘c"m :ggggggg 23—2' ROCC30CRRREVIDY Atos Xenteo z‘?\? 1:0”“1' 23.04.16 4-30011 1x EVRY Card Services AB A05.02 11-08.00208.009.8aa  |UPT Yes 2013-08-29 |SPDH 3.1 LPP 4.2 PNC-2013-035
SW version for Security Application: 23.04.16 RO VETSZHED SEREES AR
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Hypercom
Card reader model: H2210 Swedbank Card Services AB
Point Transaction Hardware version: F8212x00, F821300¢ EVRY Card Services AB
el eftwme version for Seconty Appliaton: KoL op[Verfonelne 1200 |HW#050002 |FRO0BO30  [4-20081 1x AR K01-01 UPT Yes 2010-12-14 [SPDH 3.1 1POS 3.1
PCI PTS Approval Number(s): 4-20081 Payzone Nordic AB
PCI PTS Approval Version: 1. TGS
Manufacturer name:
VeriFone Inc
Manufacturer name: Verifone Inc UPT Controller model: Manufacturer name:
Card reader model: Artema PIN Unattended Artema PIN Unattended NEl? Denmark A/S 12-02.00641.001.a8a
Compact 6667-3-230- Compact Device model: Nets 71010 (PSAM) (PsAM)
Point Transaction Hardware version: P167-3xxx (Artema Card Artema PIN 06PR (T- Hardware version: P745- | PSAM - Multi Drop Bus
Systems AB Reader Manu_aJ) o VeriFone Inc Unattended |P950-3xxx Systems GEI 4-20010 1x 3016 . Hardware version: | Nets Branch Norway Version 01.07 (Artema 12-07.00643.001 UPT Yes 2013-05-28 |OTRS 1.0 (MDB) 2.0/3.0
Software version for Security Application: 2456-5/ Compact GmbH) Software version of M9 M) (i
550-00PS 02.14 (T-Systems GEI GmbH) Security Application: Software version for Sarers
PCI PTS Approval Number(s): 4-20010 7445-4-854-CGPO Security Application
PCI PTS Approval Version: 1.3 (GPRS) 7.10.09
Software version
Version 01.07
Manufacturer name:
VeriFone Inc
Manufacturer name: Verifone Inc UPT Controller model: | Manufacturer name
Card reader model: Artema PIN Unattended Artema PIN Unattended |Nets Denmark A/S
Compact —— Compact Device model: Nets
Hardware version: P167-3xcx (Artema Card Artema PIN s Hardware version: P745- [PSAM R
Nets Denmark A/S Reader Manual) VeriFone Inc  |Unattended |P950-3ex |S00R (T (420010 1x 3016 Hardware version: ~|Nets Branch Finland 5.1 (Viking) 15.08.00424.007.aa  |UPT Yes 2018-02-05 [OTRS 1.0 b A0
Software version for Security Application: 2456-5/ Compact R Software versionof | M9 073
550-00PS 02.14 (T-Systems GEI GmbH) Security Application: | Software version for
PCI PTS Approval Number(s): 4-20010 7445-4-854-CGPO | Security Application:
PCI PTS Approval Version: 1.3 (GPRS) 7.10.09
Software version
Version 01.07 PNC-2018-040
Manufacturer name:
VeriFone Inc
Manufacturer name: Verifone Inc UPT Controller model: | Manufacturer name:
Card reader model: Artema PIN Unattended Artema PIN Unattended [ Nets Denmark A/S .
Compact ——_— Compact Device model: Nets mEsE) F5AM)
Point Transaction Hardware version: P167-3xxx (Artema Card Artema PIN 06PR (T- Hardware version: P745- | PSAM - Multi Drop Bus
S Reader Manua)) - VeriFonenc [Unattended |P950-30oc (G000 (e 420010 1x 3005 ) Hardware version: ~|Nets Denmark A/S Vemeoror Al 257 cossaioon UPT Yes 20130528 [OTRS 1.0 el
Software version for Security Application: 24565 Compact ) Software versionof  [M9 Moxlr Seaninayia) | (artema Modular
550-00PS 02.14 (T-Systems GEI GmbH) Security Application: | Software version for Seandinaia)
PCI PTS Approval Number(s): 4-20010 7445-4-854-NAPO Security Application:
PCI PTS Approval Version: 1.3 (LAN) 7.10.09
Software version
Version 01.07
Manufacturer name:
Manufacturer name: Verifone Inc VeriFone Inc
e UPT Controller model: | Manufacturer name
Card reader model: Artema PIN Unattended
Artema PIN Unattended |Nets Denmark A/S
Compact el e 12-02.00641.002.daa
Hardware version: P167-3xxx (Artema Card 6667-3-230- P 58.00.06 (PSAM) (PSAM)
Point Transaction Reader Manual) Artema PIN 06PR Hardware version: P745- |PSAM Multi Drop Bus
Systems AB Software version for Security Application: 2456-5 /onenc - |Unattended |PO50-300 | gy o |4-20010 1x Srooc Hardware version: | Nets Denmark A/S Version 01.08 (Artema |13-07.00208.015 uPT Yes 2014-01-15 [OTRS 1.0 (MDB) 2.0/3.0
Compact Software versionof  |M10
550-00PS 02.14 GEI GmbH) ; Modular Scandinavia) | (Artema Modular
Security Application: | Software version for
(- SEiEs E= Emli) 7445-4-804-CGPO Security Application: S )
PCI PTS Approval Number(s): 4-20010 PP
PCI PTS Approval Version: 1.3 (GPRS) 8.0006
PP - Software version
Version 01.08 PNC-2014-030
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE UPT Validation Status - 20201012.xIsx

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

eEalTenr o 1- Card reader (CR) information 2 - EPPISCR information 3-UPT Controller 4- SAM-card 5- Decryption HOST Debit/Credit Application information Product information . f‘z“ Protocol information Case ID
eference
Manufacturer name: PCIPTS Manufacturer name: .
v v Manufactrer |EPPISCR [Harware  |[vasknet  |[FOLPTS  [Aperovl Hordhreron Devco it HOST or HOSTS used for the [ Software versi PCI SSC's PA-DSS E2EE] Terminal o |rermina to
. e version: lanufacturer e version o e version: L or s used for e version 's PA| . s ‘ermin:
[T e Software version for Security Application: name: model:  |version: Security e ez Software version of g;’z]”x&f&""m product Debit/Credit Application: |Reference #: (R EmEmEL || AN V’:gfe‘!“" r';fsc'ol ECR Protcol EEEED
PCI PTS Approval Number(s): ppli [Expiry dates | gecyyrity Application: ST g P
PCI PTS Approval Version: see * above]  |Software version: e i
Manufacturer name:
Manufacturer name: Verifone Inc Ve
J UPT Controller model: | Manufacturer name:
Card reader model: Artema PIN Unattended
Artema PIN Unattended |Nets Denmark A/S
‘Compact Compact Device model: Nets 12-02.00641.002.daa
Hardware version: P167-3xxx (Artema Card 6667-3-230- P . 8.00.06 (PSAM) (PSAM)
Point Transaction Reader Manual) ) Arema BN 06PR Hardware version: P745- | PSAM : Multi Drop Bus
Systems AB Software version for Security Application: 2456-5{ Verfone nc. |Unattended |POS0-300¢ | 7 g gy | 420010 = e : Hardware version: | Nets Denmark A/S Version 01.08 (Artema  |13-07.00208.015 Cs = 28 0L Y| 0TRSO (MDB) 2.0/3.0
Compact Software version of M10 !
550-00PS 02.14 GEI GmbH) " . Modular Scandinavia) (Artema Modular
Security Application: | Software version for g
(U=Sysis G itz 7445-4-804-CGPO Security Application Scandinavia)
PCI PTS Approval Number(s): 4-20010 fs 5 Dsy PP
PCI PTS Approval Version: 1.3 (LAN) . 8.00.
Software version
Version 01.08 PNC-2014-032
Manufacturer name:
VeriFone Inc
Manufacturer name: Verifone Inc UPT Controller model: | Manufacturer name:
Card reader model: Artema PIN Unattended Artema PIN Unatiended |Nets Denmark A/S
12-02.00641.001.aaa
Compact Compact Device model: Nets ARG oy
O Hardware version: P167-3xx (Artema Card Hardware version: P745- | PSAM - G
e Reader Manual) ! 13 3016 Hardware version:  [Nets Denmark A/S s | RsmEem uPT No 20130528 [OTRS 1.0 REToaeT
Software version for Security Application: 2456-5/ Software versionof | M9 el s
550-00PS 02.14 Security Application: |Software version for s
PCI PTS Approval Number(s): 4-20010 7445-4-854-CGPO | Security Application
PCI PTS Approval Version: 1.3 (GPRS) 7.10.00
Software version:
Version 01.07
Manufacturer name:
VeriFone Inc
Manufacturer name: Verifone Inc UPT Controller model: | Manufacturer name:
Card reader model: Artema PIN Unattended Artema PIN Unattended |Nets Denmark A'S
Compact Compact Device model: Nets e (15-50:’:;))061‘1 001388
O Hardware version: P167-3x (Artema Card Hardware version: P745- | PSAM - CEEED
Reader Manual) 13 3005 Hardware version:  [Nets Denmark A/S ) uPT No 20130528 [OTRS 1.0
SEEISAD Software version for Security Application: 2456-51 Software version of M9 ﬁ.’j;?;‘?;ﬂﬁﬁ;‘i;a fiﬂaﬂ“ﬂﬁﬁ? (VDB 2050
550-00PS 02.14 Security Application: | Software version for i
PCI PTS Approval Number(s): 4-20010 7445-4-854-NAPO Security Application
PCI PTS Approval Version: 1.3 (LAN) 0.09
Software version
Version 01.07
name: Verifone Inc
Card reader model: H2210 R 008 060 Swedbank Card Services AB
Hardware version: F8212x0x EVRY Card Senvices AB
R ETEE D Software version for Security Application: FU 070|Verifone Inc ~ [K1200 Hw#050002 |(ACEMIGOAG). |4 55081 1x Nets Sweden AB B (FeS Ryl | RO (S [y Yes 2012-12-17 |SPDH 3.1 IPOS 3.x
Systems AB FR 032 030 core) payment core)
03X (Acertigo AG) ) Point Transaction Systems AB
PCI PTS Approval Number(s): 4-20081 o
PCI PTS Approval Version: 1.x
Manufacturer name: Verifone Inc
l: H221(
Point Transaction o verson Fazizon. 2 el | o (iPOS payment  [11-08.00117.006 (iPOS|
Software version for Security Application: VerifoneInc ~ [K1200  [HW#050002 |FRO08040  [4-20081 1x paym : uPT Yes 20111110 [SPDH3.L 1POS 3.2
Systems AB e e Nets Sweden AB core) payment core)
PCI PTS Approval Number(s): 4-20081 ezl tCeE)
PCI PTS Approval Version: 1.x
Manufacturer name:
VeriFone Inc
UPT Controller model name
é:amp:;m Unizasled] NZ:,fCZem"L']"dae"k ,‘:/e fs 12-02.00641.002.daa
Point Transaction Artema PIN o Hardware version: P745- |PSAM R (PSRN Multi Drop Bus
N/A: SCR wio EPP solution Verifone Inc | Unattended |P167-3x0x - 420010 1x 300x Hardware version: ~ [Nets Denmark A/S UPT No 20140115 [OTRS 1.0 P
Systems AB (T-Systems Version 01.08 (Artema |13-07.00208.015 (MDB) 2.0/3.0
Compact Software version o |M10
GEI GmbH) ) Modular Scandinavia) | (Artema Modular
Security Application: |Software version for
Scandinavia)

7445-4-854-NAPO
(LAN)

Software version:
Version 01.08

Security Application:
0.06

PNC-2014-031
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* INFO BOX

SUNSET DATE for NEW INSTALLATIONS:
PCI PTS Approval version 1.x date: 30 April 2014
PCI PTS Approval version 2.x date: 30 April 2017

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2020
PCI PTS Approval version 2.x: UNDER EV ALUATION

E2EE UPT Validation Status - 20201012.xIsx

E2EE Validation Status - UPT Components

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in E2EE UPT form

eEalTenr o 1- Card reader (CR) information 2 - EPPISCR information 3-UPT Controller 4- SAM-card 5- Decryption HOST Debit/Credit Application information Product information . f‘z“ Protocol information Case ID
eference
Manufacturer name: PCIPTS Manufacturer name: .
Herdwero voron Manufactrer |EPPISCR [Harware  |[vasknet  |[FOLPTS  [Aperovl Hordhreron Devco it HOST or HOSTS used for the [ Software versi PCI SSC's PA-DSS E2EE] Terminal o |rermina to
’ e version: Janufacturer e |version o e version: o or HOSTS used for e version s PA- ) E2EE ermin
[T e Software version for Security Application: name: model:  |version: Security Il ez Software version of ng'zf’a’e o o Product Debit/Credit Application: |Reference #: (R EmEmEL || AN V’é“’a‘!“" oS . |EcRProcol EEEED
PCI PTS Approval Number(s): i [Expiry dates | gecyyrity Application: jare version for late: protocol
L PP 5 Security Application;
PCI PTS Approval Version: see * above]  |Software version:
Manufacturer name:
VeriFone Inc
UPT Controller model: | Manufacturer name:
Artema PIN Unattended |Nets Denmark A/S
Compact Device model: Nets
Artema PIN 33265-50'25?3- Hardware version: P745- | PSAM Multi Drop Bus
Nets Denmark A/S N/A: SCR wio EPP solution Verifone Inc Unattended |P167-3xxx (s lE;ﬂS 4-20010 1.x 3x00¢ Hardware version: | Nets Branch Finland 5.1.x (Viking) 15-08.00424.007.iaa UPT No 2018-02-05 |OTRS 1.0 (MDB) 2. g/3 0
Compact e )@mw) Software version of M10 053,
Security Application: | Software version for
7445-4-854-NAPO Security Application:
(LAN) 8.00.06
Software version
Version 01.08 PNC-2018-041
Manufacturer name:
VeriFone Inc
UPT Controller model: | Manufacturer name:
ég;’g:;'" unattended. | ets Denmark &5 12-02.00641.002.daa
Verifone Inc | Unattended |P167-3x L4 420000 1x 300¢ Hardware version: | Nets Denmark A/S upT No 2014-01-15 [OTRs 1.0 P
Systems AB (T-Systems Version 01.08 (Artema | 13-07.00208.015 (MDB) 2.053.0
Compact Software versionof  [M10
GEI GmbH) ) Modular Scandinavia) | (Artema Modular
Security Application: [ Software version for e
7445-4-854-CGPO | Security Applcation
(GPRS) 5.0006
Software version
Version 01.08 PNC-2014-029
‘Atos Worldine
Model: Xenteo
HW: 906630006 Rev._1, 906630006 Rev.C, o
Point Transaction 9066300xxx Rev.D, 9066300 Rev.E . 9066100xxx1- ! . Nets Norway AS . 12-01.00482.005 04 Paypoint 1.13,
Systems AS Security Application: PCI 00.02.07R, PCI (AESTRIEDE |PETED | fEya ::g gg Sﬁ'ﬁéi‘ e X Point Transaction Services AB |>-020% (Paypoin) (paypoint) (i = 2015 04 0oy [ SDI2E Sofie 7.06
00.02.08R, PCI 00.02.10R, PCI 00.02.12R PCI 00. 02'10)('
PCIPTS #: 4-30011 B
PCI PTS Version: 1.x
name: Atos Worldine
Card reader model: Xenteo
Hardware version: 9066300 Rev_1,
Point Transaction 90663000 Rev.C, 9066300x0¢ Rev.D 9066100%0x- Nets Norway AS Paypoint 1.13,
Rl e e oo o o Mp1_|Atos Wordine.[xemeo |60 MP12016  |4-30011 1x N oy S enices A5 |PAYPOINt5.0.10 11-08.00482.001 upT Yes 2011-08-18 [spi2.7 eyt
20.16
PCI PTS Approval Number(s):4-30011
PCI PTS Approval Version: 1.x
Manufacturer name: Verifone Inc
Card reader model: H2210
Samport Payment. Hardware version: F8213xxx
SEM?:ES ABym Software version for Security Application: FU Verifone Inc K1200 050002 FR 043 020 4-20081 1x Samport Payment Services AB |2.0 (SP410) 11-07.00496.004 UPT Yes 2010-11-05 |SPDH 2.7 IPOS 2.7
o70x
PCI PTS Approval Number(s): 4-20081
PCI PTS Approval Version: 1.x
Atos Worldline
Model: Xenteo
HW: 906630000 Rev_1L, 906630000 Revs, | A Nets Norway AS Paypoint 116
VeriFone Norway AS | 9066300xxx Rev.D, 9066300 Rev.E Alos Worldine |yenieo (9096100000 15 16 4-30011 1x VerifFone Sweden AB 5.08.09 14-08.00482.008 UPT Yes 20150813 [spi13.0 Rananliesy PNC-2015-213
Security Application: 20.16 Sales Connector Host i
PCI PTS #:4-30011
PCI PTS Version: 1x
Atos Worldiine
Model: Xenteo
HW: 906630000 Rev_1L, 90663000 Revs, | A Nets Norway AS Paypoint 116
VeriFone Norway AS | 9066300xxx Rev.D, 9066300 Rev.E Alos Worldine |yenteo (2096100000 15 16 4-30011 1x VerifFone Sweden AB 51004 14-08.00482.007 upT Yes 20150813 [spi13.0 Rananliesy PNC-2015-214
Security Application: 20.16 Sales Connector Host i
PCI PTS #:4-30011
PCI PTS Version: Lx
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